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THE INTERNET, REGULATION AND 
THE MARKET FOR LOYALTIES: AN 
ECONOMIC ANALYSIS OF 
TRANSBORDER INFORMATION 
FLOW 

Paul D. Callister· 

As rile Internet has gained prevalence, allcnliol1 has (limed to ifS 
regulation Indeed, reglilariolJ proves to be {/ unique and complex 
problem, given Ihe Imernet's lack of traditional borders and 
boumitlries. Highlighting possible avenues of regulation. the alithor 
discusses neo-elm'sica/ economic theory, specifically Monroe E. 
Price's "market for loyalties" theory. Although originally applied fO 

fhe regulalioll of broadcasting, (he author contcnds rhar lhe ;'market 
for loyalties" theory call a/so be applied to the internet. BlIilding 011 

Profe~'sor Price's pioneering {l/Jalysi~~ the (Iflic/e extends rhe 'heoly 10 
examine market elasticity's effect 011 Ille loss oJ monopoly comro! 
over information flow (as a result of the II/temet). 

Because rhe fUlldamental IIQfUre of informatioll defies 
traditiollal legal and economic models. regula/iolT of the Imemer is 
problematic. 111 addition, the sheer scale, social aspecrs, and 
Junctiol/ol design of the Inleme! itself make effective regulation 
diffiClllt. Governments are also faced with the dilemma of limiting 
Internet acce~'s while still leveraging ils economiC benefits. 
NonetJzele~'s, governments have Quempted to regulate the Imemet 
through tOlllen! filtering, Intemet surveillance, lind self-policing. 

By applying fhe "market for loyallies" theory, the article 
analyzes the behavior of Slares ill regulmillg transborder information 
flow and predicts the conseque/l.ces of ullsuccessful regll!mio/l. After 
summarizing the theory and selling forlh ils elements, the Giahor 
explore~' Ihe relationship of exchange between idemilY and the 
competition for loyalry alld idcllfifies facro rs which destabilize Ihe 
SlalllS qllo (in terms of diminished loyally). Indeed, in the imeres! of 

• Law Rdcrcllce Librltrlall & Assistant Professor of Library Administration. University of 
Illinois Colleg~ of Law. B.A.. Brigham Young University. 19l!8; J.D .. CQrnell Law School. 1991 : M.S. 
(Library and Information Science). Univers ity of Lllinois at Urbana·Champaign.2000. The author 
would like 10 thank the fQllowing people for their a~sbtance, ~ncourag..,me"l and eonunents: Terry 
Weech. Peter Hook, P~ul Healey, Jay Ke\JIn. Kimberly Da~i;;on. Mich~eI Robak. lind Virginia 
Callister. 
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sel/-preservaliOIJ, lhe government asserts monopoly power over (he 
market [or loyalties. Thus, regulatory schemes change when the 
balance of power shifts, or when existing regulation proves 
inadequate 10 maimoin rhe status quo. 

By comparing the efficiency of twO different markers, ciling 
Singapore ami China, lind considering lhe role of elasticity ;11 each 
marker, 'he article de/ails the possible rami/icarioltS of a loss of 
monopoly cOllfro/ for each marker. Because elasticity is a functioll of 
the prior penelrlliion infO the market of competing products (or 
identities), the (lllfhor cOllcl/ldes (har the most restrictive regimes face 
the gremesl (/lrmoil (as expressed in decline in loyalty re~i1d[il/g from 
increased competilion). Finally, the alilhor delineates the "market 
for eyeballs" theory al/d why (he "market for loyalties" liS expanded 
ill hi.~ di.w;lIssioll provides a more thorough analytical framework. 
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The problem the In ternet poses (or law is not simply whet her the 
Inte rnet can be regulated. but more theoretically, what are the 
consequences if it cannot? In an anempl 10 answer this question, Ihis 
paper will apply nco-classical economic theory to governments as if they 
were monopolies and ex plore the consequences once the ir monopoly 
positions arc destroyed (because of the inability to regulate information 
now).1 Specifically, this paper will consider the theory of Monroe E. 
Price,2 known as th e "market fo r loyalties" theory, which has been 
previously applied by him in the context of international broadcasting 
regulation. Afte r ex plaining the theory and its initial applicalion by 
Professor Pri ce, the paper will illustrate how the "marke t for loyal ties" 
theory may be ex tended. The ext ension will be performed by considering 
elasticity to permit pred ict ions of the Internet's impact on authoritarian 
governments that fail to regulate the Inte rn et. even while reducing such 
analysis to a mathematical funct ion. Interestingly. those regimes that 
historically restrict informa tion now the most are susceptible to the 
greatest instability as a result of new info rmation technologies such as the 
l nternet. The appropria tcness of the nco-classical theory in light of the 
problem of externalit ics and collective action is also reviewed. This 
paper's analysis of the consequences of the loss of monopoly con trol over 
infornlation now as a result of the In ternet. and the effect of market 
elasticity upo n those consequences. is new aDd has Dot been previously 
considered by Professor Price (whose work instead focuses on the 
regulation of broadcasting).' 

l. TIt<! lenn "informatiOn ~ is used instead ot ~data" (typically we read of "transborder datn 
flow") bcCllUse "informatIon" r~pr<!scnts SOrlie level of order. a$ is COmmon in mOliI communicatIon. 
whelher via ~~tellilC or rudio I;!ro.1tkast. Internet. or the print~d word . . kl:, e.g .. HARIA CU?"'E:J.Ar-/t). 
The KII"",/edgt? Dy""mic. '" Till' KNOWl.EOGE EX ElCtmVE 19, 22 (19&5) (" In its narrower sense 
inji;rml1li<JII is organized d;lIa -org~lIiled by ot hers. Itot 11)' l11e."). S .. c (1!.1i) Tom Stonier. TOIVllrd,,' ,< 
Gell~ml i7'M fY "I ["iurm"I;m, II: [nji;",mliull allli flll'OIlY. 41 ASUB PItO(,FEl)!NOS 41. 43 ( 1989) 
(" Information has a;; much physical reality us do ma(t~r nnd en~rgy: whut mass i~ to mailer. nr 
momentum to mechanical ellcrgy. orgllniza tion is to information."): Rober! M. Losc<!. II m"cillli",: 
1n<I~pt'IIIIi'1I1 Drfini/i{)I! '11 ',,/orm(ll;'JI!. 4R J. AM Soc'Y INFO. SCt. 254. 267 (1997) ("Information may 
be underNt~>d liS the value Hunched or instnntiated to D characleri.lic or variable rClurn<!d by a 
function or produc~d by II process."). Where upproprifile in this p:aper. the term "informnlion" should 
be read broadly to indudol dnta. 

2. Monro.: E. Price i~ the Joseph amJ Sfidie Danciger Professor of Law and Director of the 
Iloward M. Squadron t>rogrum In y ...... Medin and Sociely and a former D<:an of the Cordaro School 
of La ...... 

3. Prote!>.wr Price don "Ive hmiu:d consideration to the Imernet. SlX II1/,Q note 139. 
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1. CAN THE INTERNET BE REGULATED? 

The object of this paper is to explore the effect of loss of monopoly 
control by governments and power elites over information now as a 
result of the Internel. However, that question assumes that there is a loss 
?f mo?opoly control (i.e., that governments find it difficult, if not 
Impossible. to regulate the Jnternet). The issue in quest ion is 
information blockage. More specifically. the issue of regulation is limited 
to whether (i) content on the Internet can be controlJed and (ii) access to 
that content can be rest ricted. The issue is not whether the behavior of 
specific in~ividuals on the Web may be monitored, disciplined, censored 
or otherwIse controlled, but whether there is significantly increased 
information flow to a society at large. whkh cannO! be blocked by its 
government. Consequently, discussion of Internet regulation will not 
generally dwell on privacy (e.g .. the U.S. Carnivore data surveillance 
system, employee e-mail monitoring or the European Union Directive 
o.n Data Protection)/ copyright infringement. or computer security , but 
simply on whether, In terms of content, the flow of infomlation can be 
effectively controlled. Consideration will be given to arguments on both 
sides of the issue regarding th e ability to regulate the Internet. 

A. Wily If May NOf Be Possible to Regulate fhe Intemef 

The Internet. by its very nature, is difficult to regulate. 
Originally developed by the United States Departmen t of Defense 
to maintain communica tions between critical agencies in times of 
war, the Internet was designed with sufficient flexibility to coun ter 
even the most determined blocking effort's. It has thus become an 
axiom among Internet users that " the Internet interprets censorship 
as damage and routes around ie .,! 

The difriculty of regulating such information flow quickly becomes 
apparent. Even when an Internet service provider ("ISP") bans a site, 
usually as a result of threatened government action (which often results 
in banning a large number of sites that are not objectionable), the lypical 
response from the Internet community is the "crea tion of ;mirror sites' in 
unrestricted areas of the [ntern e t. .,~ Particularly problematic is the lack 

4. With re~rcel 10 the EU Direc1ive on da1a protection. see Eur. ParI. & Council Dir«:live 
9.5/46. 1995 OJ. (L 281) 31·50, 

.'i. J ~hl1 T. Delacoul'l. Recent Dc~elopmcnt. TIll! III/Wlil/iQnall",pIIC/ of IIII~m/'l H.~glllllliQI1. 38 
HA ~v. INT 1_ U . 207. 217-11-1 (1997). De1acourt attributes the axiom 10 John Gilmo~ . a Silicon Vallc)' 
engm~cr. /d. al 0.60. 

6. 1tI. Ht 214. Fur additional exampks of the us;: of mirror ~i t C$. U<'. <,./t .. Oann)' Gillings. 
Bdjin8 Tries, Iml Fm'll', ro Gag Ilt/eme, Hosts. GUAFt;DJAI". June 8. '2002. ~1 20. {!I'Ili/uble 111 LEX-IS, 
N~"''$ Libra!}'. Ne\\'i; Group File. Mosl Recent Two Yea,.,,: Bi:rnice Yeung. H(lf>a in ToylmuJ; Two 
HIl~kus l'i.u Off Mallei IIfIIl fl"pl""" "'1 III/emet l..egallmproglio. SAN FRANCISCO Wln"y .• May 17. 
2iXX), availa~k ~t LEXIS. ~ews Library. News Group Fdt. Must Re«.nt Two Yell_,.,,: Zimbobw<,: Usmg 
E-Mail 10 Sul<'.slCf' Ha'(1,el Ce,o'on. AFR. NEWS. Mar. 6. 2002. 8m,bble at LEXIS. News libmry. 
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of geographic location (a prereqUISite for legal jurisdiction and 
enforcement) of information on the Net. 

IT}he determined seeker of prohibited communications can simply 
reconfigure her or his connection to appear to reside in a different 
location. ou tside the particular locality. state or country. Because 
the Net is engineered to work on the basis of " Iogical" not 
geographic loca tions, any attempt to defeat the independence of 
messages (rom physical locations would be as futile as an effort to 
tie an a tom and a bit together.1 

1n many respects, the resistance of the Internet to regulation is 
based on the nature of information itself: fluid, leaky. replicable, 
intangible, ex~andable, compressible, transportable, omnipresent, and 
shareable, etc. Such qualities are alien to traditional lega l and economic 
models, making regulation difficule

9 

While there arc Internet " realists." such as Jack L Goldsm.ith, who 
downplay the differences of cyber and --real" space,lU even Professor 
Goldsmith acknowledges: "ITlhe enforceable scope [of lawJ is relatively 
narrow. It extends only to individual users or system operators with 
presences and assets in the enforcement juriSdiction .... ,,11 Other cyber 
law ex perts are much more skeptical of the ability to regulate the 

News GCQlJp Filt. Most Re~nt Two Years: Barb Palser. Tilt! Great Olllillt! IVall. AM. JOURNA USM 
REv .. No~~ 2001. at 74. '"'IIi!llbie ttl LEXIS. Ne~'$ Library. News Group Hie, M0Ii1 Recenl Two Yelll'$: 
Sam Co6tel1o. Att,ilion.ors SlopS Mirroring IVeb SlIe Dofar:em(1l1s.II'IFOWOFU.D DAILY NEWS. Mp ), 22. 
2OOl.llw,jlo/JIe 01 LEX IS. Ne",,; Library. News Group File. Most Recent Two Yep,.,,: John Schwaru .. 
Harke, D .. fares Pro-Ismel IVr.b Silt' us tlte Mideusl Conflict E.rpul/lb ',riO C,.bcrspao:. N.Y. nMES. 
Nov. 3. 2000. al AIS. a.·ai/able fII LEXIS. News Ubrary_ News Group File. 1'01051 Recent Two Ye:al'S, 

7. D~"id R. Joh11$On & DQvid G. 1·()IiI. Th .. Rise of 1..0 .... OIl/lie: Global Nf!flo'Ork. ill BORDERS IN 
CYBERSPACE 3. \) (Brinn Kahin & O1arle:s Nessan eds •• 19'17). 

8. Sc~ C!£VEt ..... ND.s'l(lra note I. at 29·33. 
.,., Haria Cleveland points to a conceptual crisis surrounding infO£n18lion. which direcll)' applies 

to the Interncl; 
Whal's also new is II theory crisis. a sudden sense of having run OUI of OIlf basic assumplions. We 
have curried ova into o Lir thinking about information (which j,; t" sa)' symbols) conceptS 
developed for Ihe management of tIliItS,,-concepts such a~ propertr. depreciation. monopoly. 
market eeonomics. Ihe class st ruggle. lind lop·downleadt:r'l\hip. 

The "~sumptions Vie hal'c inheril~d IIrO not prooucing SII tisfactory growth with m:ci;pwble 
..,quit), in either the capitnlisl West or the soci:llist East .... M3)'he it would help if we stopped 
trealing inf<.>nnlltiou as just onother I/lIng. " commodity with psclldophy~ical properties. pnd 
looked hard instead at whnt mnkes it so ~pecial. 

hi. 11128. Although HIlrin CleveJand nnd this atuhor may differ in opinion ~s 10 Ihe viabilit)' of 
economic anAlysis in the informmlon nse. the nature of informalion is funda mcntullv different (rom 
lhe t.raditional kind of thinking olldrcssed by economie models and I~gal systems. ·In f~et. for one 
theoriSt. informat ion is nOI so much a Ihing M it is II "physical properly of Ihe universe liS ' rcar as ari: 
matter and encrgy.- Stonier. sO/pm note I. al 54. Thinking about infonnation and the Internct in 
Ihes.: tcnns may have profound impliealiolU on our legHl uml eoonomic syslCUlfi. 

10. Set' Jack L Goldsmith. A{luiml Cym:romm:hy. 6S U. CIIl. L REV. 1199. 1216-21 (1998) 
Iherein3fler Aglliltsl Cyi>er{!lUJrr:/lyl; Jack L GohJsmith & Aloll O. Sykes. The IlIlemltt (111(1 the 
DomwllI COlllm~rt: .. CI/ll/S/,·. YALE. LJ. 78.5 (2001) (",,,Ivents during Ihe past five or so yeal"! havc 
demonStrated lhM this conception oflhe Inlernet is wrong. or is 81 le85t incomplcte."). 

II. Agofn.<t Cyhcrallllr(}'Y. $lIpra note 10, 01 1220. 
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Intcrnel. ' ! "Our argument, rather [in cont rast to Professor Goldsmith] , is 
thai the .Internel and olher relaled commun ica tions techn ologies cause 
th ose spillover effects from cyberspace to real space to be distributed 
m?~e. or Jess ~It random wilh respect (0 physical geography." I~ Thjs last 
cn tlclsm agam is indicative of tbe nature of in formation - it is not 
dependent upon physical space. 

Another critical aspect of the problem is the volume o( inte rne t 
traffic and use, which makes e (fective m()nitoring difficu lt. if not 
impossible: 

Jndivi~u a l e ~ectrons can easily, and without any realistic prospeel of 
detectlo~. "cnter" any sovere ign's territory. The volume of 
elecl ro ~1lc COIl1~lUnications crossing territorial boundaries is just 100 

greal . I ~ relalJol] .to the. resou rces ava ilable to government 
authOrities to permlt meanmgful control. U.S. CuslOms officials 
have generally given up.rt 

True. there is the FBI's Carnivore digi tal su rve illance sys tem and 
the open so urce a lternative Altivore,l~ but these sys tems arc only capable 
of targeting specific individuals via a specific medium such as e- mail or 
on line shopping. T he system will not work to monilor Net traffic on any 
significam sca ie. 16 

. C~ntemplating t.he sheer size of the Inte rne t is aki n to grasping the 
thmcnslons of the uDlverse. A recent study by the School of Information 
Manage ment Study al the University of California at Berkeley tried to 
est imate the Web's size: 

Ln 2000 the ~orld Wide Web consisted of about 21 terabytes {lOr~ 
bytes] o f static HTML p<lges, and is growing at a rate of 100% per 
yca r. Many Web pages are generated on-the-tly from data in 

I~ Sec: e'lf" Johnson ~ POll!. iI/pm nOle 7; Oa\'id G . Yost. 1I'Iwi f.a,,} DQC!iIl', GI'I: CQde. L" .... 
111"/ LrM.rlI'1I/ C;yllersplU:t'.)2 STAN. L Rl:V. 1439 (WOO) Ihueinufler What fAr/) Does'r', GI'II: David 
G. POSI &: Oal'rd R: Johl\$O~ , MCh.u:s PI'c"Ulling 011 E"en' COmillell/M: TQU'arth A Nt'w nIl!Q/)' Of 
Dl'Cemm/ru/~ .DceuIOIr.Makllll; /" Cmllpler S}:m!ll~r. 73 O Il.·KENT L RIC\'. 1055 (1m) /hcrcinafter 
Clr~ro~ l're"III/IUII]: ~an L Durt . Fwem/i$H1 ;11 Cybt-rs(X1~. 2lS CONN. 1.. RI,v. 1095 (1996): Jocl R. 
Rcrd(nberg. GOI/(JrnltlgN~"'Q'ks ,,,ul Ru/c'lIIflkmg;" Cybt:rspu<;/!. 45 EMORY W . 91 [ (1996). 

13. C/IOOS PI1!I'UUmg.iupru note 12.011086n.64. 
14. 10hll!lon & Posl.$IIpm nOI~ 7. HI g. 
15. MfJ 'Yhrck 8D.f· SigIJu/s RIP P""'lIey Swre. NewswlRE (VNU). Feb. 7, 2001. lI""ih,bI~ UI 

2001 WL ~307451 (nlso reports on rumor of syslem buill by ()rili,;h intelligcn~). 
16. 5~,<' liT RESEARCH lN~ .. INOI.:PENI)EN1' T!ECl lNlC'AI. Rf.Vl!?:W 0 1' CAMNlVORE SYSTEM' 

FrNAI. RI.I'OMT 4·4 (De~. 8. 2(0)).lIl'lIillIbI~ (U hlll':flwww.usdoj.govljmdlpublicnlionslcl.rniv finn J.pd f. 
An e.xplnnUlion or Ihe limilalions of the svslems Slittcs: -

'" 

C'Jrnivor: docs nOI come close 10 having enou!\h power "10 $py on ~lmOSI e\eryone ",ilh lin email 
ac.:ounr . In order 10 work effcclil/ely;1 muSl rejeci lile majorilY of packelS il monitors, It also 
monilors only Ihe p.~ck~ts traversing Ihe wire 10 which ; 1 is connecrcd. Typically. Ihis wire is II 
nelwork $egnrcm handllOg only II subset of a particular ISP'$ lraffic. The main limillliion iii lbe 
IImounl of storago:-. For example. if Carnh'ore were collecting all rraffie on a link lh,'1 hilS n sready 
25-Mbps traffic. rate. the 2-Gb)'li: Ju di~k ""II be rull in about II minule~ .... e"cn if eoIlccling 
10 fa.~1 hard dnvC5 th" amount of dolO 10 be recorded wQuld quickly o'erilow rhe amounr of 
Sl0r:lge (lVaiIIlNe. 
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da tabases, so the tota l size of the "deep Web" is considerably 
larger. 
Although the social impact of the Web has been phenomenal , about 
SOO times as much email is being produced per year as the stock of 
Web pages. It appears that about 610 billion emails are sent per 
year, compared to 2. 1 biltion static Web pages. Even Ihe yearly 
flow of Usenet news is more than 3 times the stock of Web pages. 11 

65 

T he same study also stated tha t the re would be an estimated fOllr 
billion individual Web pages by 2001. IM 

In response \0 concerns about the undesirable e(fects of the 
Internet, whethe r perceived or actual. Singapore fashioned an " Internet 
Code of Practice" in 1996: 9 designed to hold ISPs accountable for 
providing access to objectionable materials. However. Singapore 
recognizes the impossibility of IOtally blocking undesirable material. 
One legal scholar commented on this fact. noting lhe role of a "best 
endeavors" standard for ISPs in Singapore: 

Although the implication of the "best endeavors" proviso li.e .. (SPs 
are requ ired to exert "best endeavors" in screening objectionable 
materialJ is not immediately clear, the special circumstances of th e 
Lntemet. the rapidity of communications and the difficulty of 
harnessing the continuous flow (or regulatory purposes. may be 
taken into accoun t in determining whether a licensee was or was not 
in breach of [the Internet Code of PracticeJ. Moreove r, conSidering 
tha t cyberspace is increasingly proving ungovernable even by the 
standards of the best "cybercops" imaginable, the degree of 
allowances for failure envisaged by the Code may indeed be wider 
lhan might appear. Compared with the best alte rnative of shutting 
out any " unwanted information" through a total blackout ( th e very 
notion of whic h the government has repea tedly come out against). 
the requirement of "best efforts" in a reality which is characterized 
by dynamism and unpredictability and, therefore, enormously 

17. Purcr Lyman cl al.. How Much Information?: Exe~uti\'C Summary. /II 

hlrp:llwww.sinlS.bcrlcetcy.edufhow·mueh-inr""umm~ry.hlntl (la~1 modified Oct. 20. 2000). The enli rc 
report cao be downloaded III hup:llwww.sims.bcrkclcy.edulresearchfprojef:tslhow·much-infOlhow­
much·info.pdf. 

18. Pe ler Lyman cl 1\1.. How Much Informalion?: [nlernet _ WWW Delails (If hl1p:lfwww..snm;. 
!>c rkeley.edl.llrC5C/lrchlpNjecr.slhow·much-infol inlernetlwwwd~lnil$.hlml (last modified OCI. 24. 2000). 
Indeed. if the amount of inform;Jlion av~ilabk: on lh~ "deep" Web (i.e .. the un$C:nrchnhk. bUl 
accessible. ponion of the Web) is cons idered. the lOla! is ~boul eigJr l pelnbytes (lOIS byles) or aboul 
fOur limes Ihe lotlll informMion nl/lli!nblc ;n all pcademic resenrch libraries in Ihe U.S. L.yman e( III. . 
How Much Information? at hnp-Jfwww.sims.bo:rkeley.edu/resenrchlprojectslhow-much· 
infoJdatapowcl'1i.hlml (iasl modified O<:L 24, 2000). 

19. Assafa Endeshaw. Si/lgapore GelS to Gripf ... ilh lire fll,.:nr"l, 7 J.L. & lr-FQ. SCI. 208. 219 n.4O 
(1996) (citing Republic: or Singapore. Pllblie "'Qliee 241JO. 38 GOV'T GAZF;iTE EXTRAORDINARY No. 
37 (1996». The Srngapore Broodeasting Aulhoril}, replac.:-d Ih" public nOlie!." ,,;Ih b "schcdule­
version of lhe Code in NO"ember o f 1997. Set' SINOAI'ORE SMOAO('.ASn.:'IG AUTlIoRrrv. TIIF 
SCfII"DUL.C Ir-TERNET CODE OF PRACTTCl:. (i'l(J\' , I 1997). UI Irnp:l/wv.'w.!iba.g()\.sglsba/ 
i_oodenprncticc.jsp. 
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beyond control might be construed as permission to continue 
business as "normal" or "slightly less than normal. ""Z\l 

By adopting this " best endeavors" standard , Singapore 
acknowledges the impossibility of completely screening information now 
over the Internet. The question is how significantly will Singapore ':s 
" Internet Code of Practice" impede information Oow, that is, wheth er it 
will consti tut e anything morc than a "speed bwnp on the information 
rughway." ll 

As a final dimension to tbe problem, the government's interest in 
participating in the global economy and using the Internet as a viable 
tool is counterbalanced by the government's desire to block information. 
The Chinese government faces this dilemma and has addressed the 
"volume problem" by restricting access: 

This fact Ii.e., the Internet is too large to monitorj is confirmed by 
the Chinese government 's own eITorts to limit access to a 
manageable number of users, wh.ich include limiting access to 
certain professions and keeping the cost of local Internet service 
artificially high. Such efforts are also counter prOductive, beca use 
1'0 the cxtem they succeed and access to the In ternet is limited , an y 
economic development attributable 10 the Internet IS 

correspondingly minimized. The government's other control 
mechanism, "firewall" software which blocks access to 
objectionable areas of the Internet, is simila rl y flawed The 
conflict is once again clear: to the extent that such outside contacts 
are numerOus enough to spur economic development, they 
compromise the security of the ne twork and prevent effective 
monitoring To prevent infiltration of its network by 
determined ind ividual users, China would have to sever contact 
with tbe Internet comple tely. 1t remains to be seen whether tbe 
desire to re tain social control would induce the Chinese 
government 10 take such a step.n 

2(l. Ende~huw,~llfl'll nOle t9. :11 220-2 1. Dr. Endeshaw goes on to note . hoWt:ver. thaI in spite of 
Ihe "be$l endeavors" proviso. u ther portions of the ~C1 crea t.- TeHI obligations on Ihe part of [SPs 
whi~ h ~lInnol be int c rpret~d as "business as usual:' See hi, al 221. S"e (/I.~o Toh Han Shih. SCI "p N.>I 
I!!dlmry Budy tQ Overs~e Pmcric~ Code; Pw,el. SI NOA PORE NEWS. Mar. 1.1()((). a t II. iI""i{"hle Ill. 
2(0} WL 4654099. Singapore's Senior Minislcr. Lee KU lin Yew. has even urged China 10 let Mthe 
Internet generation regulale itself." Ad~m Creed. L.el Cllifllt 's fmemel Gmerlliion Rule Ilrdf­
Si!!gapore's Lu. NI.iWSBYTES NEWS NEnVORK, Jun¢ ]8. 2<XXl. 1112CXXl WL 21178804. 

21. Jeff Rose , IS YOllr PC II Sp~ed Bump ()II Ihe In/Orlllillioll NighwIlY? SAN DIEGO UNION· 
TRIIJV/IIE. Jan. 4 . .1 994. al 3. LEXIS. NeWll J..ibrory. ALLt-'WS File (app~re nt firsl ~ of "speed bump" 
phrnse in th~ m~dia) (copy on file with aUlhor). 

22. Delacourl. supnl note 5, al 2 16-17 (Citing SalVen Mulson. CMlla Ope"s II Wi",/o'" on 
Cybl:rspllce; Growing Use 0/ /merna SprCmv,' /II/(Jrmllli(lll, Once 8111/11ed f"c<l~. WASil, POST. June 19, 
1!l95. at AI. A15. "\'iii/able /II 1995 WL 209934S; IlIIailCI Poses a Prob!.:", ill Asia: ~1I~()rsllifl More 
Di/ficult. S.F. CHRON .. May 29. 1995. ~t A14. aWlilable III 1995 WL 52R36ol8). 

Despite governmenl efforu 1<.> limil a=~$. there were 56,6 million Inlernet ~rs in ChinA fiI Ihe 
cnd or 2(0}. Cllilla is No, 2 i/l A I·Hollie Nel Access, WAll-ST. 1 .. Apr. 22.2002.111 A14. That equa tes 
to roughly 4-"% or the populalion (number of Web users divided by JX>pu lation of 1,276.3 millioo). 
See TilE STATESMAN'S YEA ROOOK; TilE i'OLmcs. CULTURES ,\ND ECONOMll!S OFTtt E WORlD 2002. 
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On November 7, 2000, China's Ministry of Information Industry 
issued regulations governing "information-release services. ,,~l In 
addition to established firewall lechniques, th e regulations requ ire lSPs 
to apply [or permission to post news infomlalion with respect to pre­
approved, registered categories.!· The Chinese government prohibits 
Chinese Web si tes from reporting news in general.2:'I i n addition , ISPs 
must remOve and report any prohibited material immedialely,'lO as well as 
keep records of LP addresses and domain names of "information 
disseminators ... 27 Prohibited information includes. among oth er things, 
information containing content " impairing the image and interests of the 
nation," "subverting state power," " undermining the state's policies on 
religion and advocating cults and feudal superstitions." and "disrupting 
social order and jeopardizing social stability ... :,1.!1 In the past. China 
has been reluctant to crack down too harshly on its citizens for fear that 
"surfers might flee to Chinese-language sites overseas. "2'/ Although the 
authoriti es now block many such sites, Chinese su rfers arc adept at using 

" proxy servers to get around the firewall. " 
Tn essence, the question for restrictive governments is how to limjt 

access to th e Internel, while at the same time taking advantage of the 
Internet's economic benefits. Consequently , most governments may not 
be wi lling to comple tely sever access to the Intern et. instead opting to 
find the proper balance between restricLing access to th e "undesirable" 
while using th e lmernel as a tool for development.)\ Essentially. such 

Ht 445 (Barry l "tnncr ed .. 2001). nus compares \0 32% of the Americ,tn population thm s ubscoribe!i to 
an ISP at homc. NATIONAL SCIENCE FOUNIMT10N. SC1ENCEANQ E NG1NO;:RI NG INIlICA' l'OIl.S. app. 
lbl. 8·31. HI A-576 (2000). A SeparilH:. study by NtllVlIlue.com indiCillcd thullhe U.S. has roughly 50% 
of il~ households oonn~cled 10 lhe lnt ~ rnct. Singapore has 53% and China (but limi ted to the 
population ""mCrS of Beij ing. G uangzhou and Sh»nghH i) hHS 2]%. Press I~ele~~ . NetValue. 
NelValuc Releascs First Figures on Asi~n M~rkCt (Sept. 4. 2(00). a/ hup:IJwww.netva!ue.com! 
corpipreS!;ekpOO13,lnm. RegardleS$ o( tlw wide range in estimations, Ih,' m:cc.\;; or China's population 
to the ]n\crnet is ~everel y restrkled. 

23. Clli1l(' {,mil'S' R"8"{(llicm$ Oil M flll<l8illg Imemrl IllrOrmlll;UII-Rcli~IISe Sen'ices. OllNA 
O/llLlNE. Nov. 14. lUOO. IWllil/lble 111 2000 WL 4757$32. (iodude.~ fulllexl ('If regulalions in English). 

24. Id. ~I regul ulion '!rIS. 6, II. 
25. Ser Ian Stokd. Chillli GQ~'I. 1;511<'8 I,,/emer N""'J' f{,'S"/ari(llu,, NEWSHYTES NEWS NETWOKK, 

Nov. 7. 2!X1O. ur 2{~K) WL 27302427. See ailO Clmw Sl?~~ IIp n""'U11 IU f{eglll~le IlIIeme/ Ne"'J; MIII,dol/e 
C01,~ern. Pm 'me Web Sile O",,,,·rs. TORONTO STAR. Apr. 22.2000. (1/ SUO!. 2<XXl WL 19578lO1. 

26. Chil llll,~$lIes R~gll{Uliolls 011 M anfJI!ill8 {" wmel In/l)rmflli(!"· Rele(~fe Suvice.!;. $lIpm note 23 al 
regulalion uri. 13. 

27. /J. III regulation arts. 14 -15. 
28. Itl at regulation an. 9. 
29. C/""(I Sels lip BlirCill/ III Regulare Imu nel NelliS. J'UpI'II not~ 25. 
30. Id, Pro.~y ~ervcr.; "recompulcr!; lha l muy reque~4i for a u.~~r op"raling on hi, Or her O"'n Pc. 

Onty Ihe prox)' ~e""er kn<)w$ the [n ternet address of the compmer on which the user origin"tcs hi!; or 
he r requesl. Becrlusc th~ pro~y scrv<'!r can launch ~ search Or r<'!quest. hy using pf!)~y serv<'!r.;, Int<lnlct 
users can of len effectively disgui5e who they arc. 

31. The lnl~rnet is a faClor in globaliuHion and coonomie developmcnl_ The gcn~rllJ imporlancc 
o f globali7Juion and economies of inclusion ..... as nmed in a rectnl T<lp<lr! from the Worl(j BII11k: 
"Although globaliUl tiotl has crea ted problems, it ha~ 111 ... 0 been the engine of r~markabl e POV<lrty 
reduclion among 3 billion people of the new globali7.ing countries." WORLO SA/III{. GLOIJAl.l1.AT!ON 
GROwnl, AND I'OVSRTV: BUtWINO AN INCLUSIVE W ORW Et".oNOMY J46 (2002). (''hina is 
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authoritarian governments may suffer (rom the delusion of "having their 
cake and eating it too." 

in summary. the ability of the Internet to route around blockages. 
the phenomenon of mirror sites. the sheer volume of the Net, and the 
desire of na tions 10 take adva ntage of the Internet's potential as a 1001 
for economic growt h and delivery of vital scientific. economic and 
educa tional in formation render the In ternet resistant to, and in some 
instances effectively immune from regulation. 

8. Argumellfs to the Comrary 

I. Borde"~' ill Cyberspace 

In spite of Ihe evidence suggesting the impossibility of regulating lhe 
Internet. some cyber law scholars are making arguments to the contrary. 
Chiefly, despite assert ions otherwise,'l there are some recognizable 
borders in cyberspace. the existence of which implies the possibi lity of 
regulation. 

The demarcation lines along network service providers such as 
America Online. CompuServe, EUNet, or Prodigy create important 
boundaries and the conditions of access Cor network connect ions. 
Private contractua l arrangements determine the availability and the 
conditions of access for network conditions. These contractua l 
arrangements define disti.nct borders between service providers. 
Participants on the G il [global information infrastructure] will be 
subject to different cont ractual rules, benefit from different 
resources, and ad here to different pricing plans according to 
network service agreeme nts. In essence, the reach of a service 
provider's network establishes an important boundary line in an 
Information Society.\) 

When coupled with Ihe abi lity of states to impose criminal and civil 
liability upon ISPs operat ing within their borders. it is arguably possible 
to regulate the (low of inCormation on the Internet. For instance. Felix 

specifiC;liI)' nOLeo:.l in this report us h3ving followed a p<lLh of glob.1Ii1.aI;on. (d. lIt 6. At the sanle Lime. 
InLernet innuence ano:.ltcchnology investment were also credited WiLh much of the economic growth. 
"Th~ resu lL [of th~ InLcrne1): Hn explosion of economic and productivity growLh - first in Lhe U.S ...... i th 
Lhe rest of Lhe worlo:.l soon L(J fol1oW. H Michael J . Mandel & Irene M. Kunnii. Tile {memn Economy: 
nil.' World'.< Ne.e' (;m"'liI t.·llgilw. Bus. WK • • Oct. 4. 1999. at 72. 1I1'(li/lIble III htlp:llwww.businesswcek. 
coml@'@VYlrDYYQOhSlOIQOAlarchivesll\l99ib3649004.arc.htlD. The impact Qf the Internet on 
glob~li1.:Hion hns led nlatlY to wonder "",hethcr countries that faileo:.l LO make simlhLr investments [in 
the Internetl woulo:.l be left behino:.l ... :' George R.O. Oarke. Development Research Group. World 
Blink. Brio:.lging the Digital Divide: How Enterprise OwneT$.hip and Foreign CompeLition Affect 
InLernet Access in Easlern Europe ano:.l Cenlral Asia I. "vllilab/e QI hllp:l/«:on.worlo:.lb.1llk.orgl 
filesl'..239_ wps2629.po:.If. 

32. S~. e.g .. Johnson & POSL.supra note 7 and lK!<.:ompan)ing quole. 
33. Joel Reidenberg. GO"rn",,~ Nellw.lrk.r "ml Rule-Milking iii Cyb,",,,P"ce. i" BOKDb.KS tN 

CWIEKSPACE K4. &i (Brian Kahin & Charl<!$ Ne~n olds .. 1997). 
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Somm. Ihe managing director of CompuServe GmbH. CompuServe's 
Gennan subsidiary, was convicted of complicity in distributing illegal 
pornography in viola lion of German law in 1998.'" Apparently, Ihe 
pornographic material forbidden under German law was accessible via 
CompuServe's network. After German law enforcement officia ls 
informed CompuServe GmbH in 1995 that its officers were able to access 
prohibited sit es. the parent company. CompuServe. Inc., blocked access 
10 some 200 electronic message boards [or its four-million worldwide 
users:'5 In February 1996, CompuServe even tually restored access to all 
but five of the message boards and provided software to its customers to 
filter unwanted material.')& Despite CompuServe's efforts. "Bavarian 
officials called the move an attempllo shift rcsponsibility:..l1 and German 
officers found thai they were again able to access prohibited materials. 
Consequently. Mr. Somm was charged in April 1997/11 resulting in a 
conviction i9 that was evelllually reversed on appeal.oI[\ 

In a separate incident, German officials informed several ISPs thaI 
they faced possible liability for disseminating the works of Ernst 
Zuendel-a Toronto based neo-Nazi-and the Institute for 
Historical Review-a Californ ia based organization accused of 
publishing Holocaust denial tracts .... T-Online. a German se rvice 
provider with nearly one million German subscribers, moved 
immediately to cut off access to the objectionable material. severing 
access to more than 1.500 unobjectionable sites in the process.4t 

The response from the Internet community, however, was markedly 
different from the obscenity incident America Online and Compuservc 
initially declined to comply.~~ Furthermore. a grassroots effor! by 
Internet users crea ted mu ltiple ave nues of access a round the blockage. 

34. Cmm O~"rlltnr:; C(}mpuSe"'e Germo"y Pomogmpl,y Com·ie/iOll. Do .... Jones Int"I Ne .. ~. 
Nov. 17.1999. WL. EURONEWS. [If17199 DJiNS 1():2I:OO. 

35. Pe-ltr L..oIZ. Imeme/ l'm~idel"Y 8e" -llre. INT'\. COM. Lmo .. al 41. Feb. I. 1999. tn'lli/ubl" 01 
19I19 WI.. 14253n4. In 1m. Gcrm.1n officials notified Compu5.:r.e of fiye offending ne .. \"S servers 
with PQ!iting5 for thilo:.l pornography. Thereafter. the list was e~p:lnded to 182 newsgroups. /d. 

36. CO/Iff OW!rIllrm COlllpll!kn'" OU",IIII.' Pomogfillli,)' CQm'iaiQII. supra nOle J.j. Sec IIlxfI 
Johnson & Po-;t. mpm note 7. at I!. 

37. Court Ol'crlum;' COn/puServe Germ/m)' ('emogroph)' Cem'ie/inll. supro nOLe 3-1. 
J8. Id. 
39. Sole Lotz. ""prll note 35 (oiting a Munich municipal COUTI. case number 8340 Ds 465 Js 

17315&195). 
40. Court OI' .. rlllTlIJ· COI/lf!i/Sfrr'~ GumlillY POrllQgrapliy Co".'i<·liml.l(lpru nOLe 34. 
4\. Del~court. Ji/pro nOle 5, aL 213 (ciling /m",,,cl P"wi(/erll FoCI' Pmsenl/;m" Cl!rm""Y Irme 

o~er IICi:£.SS b), Ne(J·N"~is, ARLZ. R!;I'UBI.,IC. Feb. 3. 1996. 3L AI9). 
42. Dele.court • . <UPfQ nOle 5, at 214. See (,/so. America Online Runn;ng Afou{ of Gen",ms for 

{memel COJilcm. I-lous. eBRON .. Feb. 3.19%. at 10. ol'oilil/)/e 01 LEXIS. News iJbrary. News Group 
File. Beyond Two Yean;; Amerfro Oli/illl! Mil}' Face Chllr8e£ in G .. "',,"' .... COM. APPI!AL (Memphis). 
Feb. 3. 1996. (Wailil/;J/f' m LEXIS. Ntws Libl1lry. Ne ..... s Group File. Beyond Two Year.;; 8(11111 Approvf'S 
IlIIrrn<'l Low 80rrilig PumClS"'ph .... N~r)·Nu~iJ. DEUTSCHtC I'RFSSE·AOa-1l.JR. Dec. I I. 1996. "'·oi/ah/ .. 
"I LEXIS. Newli L'hrnry. News Group File. Beyond T"l' Years (··CompuS.:rw GmbH. ,h .. G~rm;'n 
sut>sidiar)' of U.S. CompuScrv", hw •• 11lS1 month said iL "".lS consio:.lcring rtlO"jng illl adminisullli ..... oosc 
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lA]nti-censo rship advocates at several United Slates unjve rsities 
engaged in efforts to thwart the restrictive actions of T-Online, 
including the creation of "mirror sites" in unrestricted areas of the 
Internet. These sites, which were essentia lly mult iples of sites 
containing objectionable material, rendered T-Online's blocking 
efforts much less e ffective if not complete ly ineffective . ~l 

Perhaps the most importan t Internet case to dale in volved Ya hoo! 
(the largestlnternct portal in the United SLales, with 237 million users)'" 
and the online sale of Nazi memorabilia in violation of French law. T he 
dispute resulted in litigation in both France and the Uni ted States, with 
courts in the two count ries producing connicting results.~~ 

The judge in the French case ordered a team of experts to find ways 
to block French users from accessing Yahoo 's o nline auction site, due to 
the si te containing Nazi memorabilia .... Yahoo! experts testified that it 
was not possible to effectively filter access to its auction site." 

" It is a complete illusio n to think you can seal off access to a site on 
a country basis," said Jean ·Deni s Gorin , techn ical director of a French 
l.nternet company, Edelweb, who has appeared as an expert witness for 
Yahoo!. "By idenl ifying a surfer's coun try of origin , you can of course 
deny access to him, but there are many ways of gel1ing round the ban," 
Gorin said.-C8 

from Gennany to another European OOUnlr')' rather Ih&n cumply with Ihe law [German Internet 
legislation} it says would force 11 "cil of censorship ovcr a large part of the InterneL "). 

43. DelaCQUrt. supru nOte S. III 214. (citing Chris Cobb. Zundel <l lVinnu in ""emfl Fielll; Zundel 
~firror Siln ha'~ Bun CrMltd (11 u.s. Uni~ .. rsirit:J, Defealill8 lIfforts by GermollY 10 Block Accen 10 
lIis 1I',irinss. VAl'I<X)UVER SUN. Feb. 3.1996, III A3. Global NewsBank 008560D6D7EBllA5EfD95). 
For additional eJ:Bmplts of how mirror si tes can ci rcumvent Internet ceru;orship.su supra note 6. 

-'4. Yahoo! Mcdia Relations. Yahoo! Financial Met rics. 04 2001 Consumer and Usagt 
Highlights. al hnp-J/dOC$.yahoo.comlinfolprlinvestor_metries.h tml (last visited Oct. 31. "2002). 

45. Su UEJF et LlCRA Y. Yahoo!. Inc. et Yahoo France. T.G.I. Pa ris. NoY. 20. 2000. N° RG 
~300. a"oilable UI hUp-J/www.kentlaw.eduipe rrittJconflictsifrenchorder.pdf (Engli~h trans. of Court 
Onkr); Yahoo!. Inc. Y. La ligue Contre Ie R/lCisme ct L·Antisemitesme. 169 F. SUPI). 2d. 1181 (N. D. 
Cal. 2(01) (molion 10 dl$lllUS for lut'k of Jltmmol i" riJtiiClirm dellied. 145 F. Supp. 2d. 1168 (N.D. Ca l. 
2(01». 

46.. Angela DoIHnd, French Court Orders Experts to Study Yahoo! Case. Associatcd Pre$5 
Ne~wire. Aug. 10. 2000. WI~ EU RON EWS file. S'IOIOO A PWI RES 21:12:00. The oondusions of the 
experts were published III a court order. !ite UElFet LlCRA v. Yahoo!, lnc. el Yahoo Frnncc , T.G.! . 
PHriS. Nay. 20. 2000, N6 RG 00/05308, "I'lli/llb!e al ht tp://www.kelltlaw_edu/perri tV 
conflictslfrcnchordcr.pdf (English trans.). An estimated 30% of French u,ers cannot be identified by 
their II' Hddre~se~. Id. (reply of I_Mrle and Wallnn). 

47. electro/lic Commercr; UIJbililj of R~'e",dl 7'rm1 PrQ~idcr.r. EVR. REP .. a1470. Scpo 16. 2(.()(1, 
2(XX} WL 243J8749. 

~8. Mlmy WaYJ' to Sidill/ell Geographical fi llerS Qn Websill!S, SII.V Experrs . A OE!lCE FRANCE_ 

P~I:'SSE. Aug. 11.2000, IMIi/able /U 2000 WL 24688577. Apparently. restricting 1ntcrne t HCCe!iS based 
u!X>n coun try. (If even languHge. i$ not an effective solution. 

Gorin says there are several ways of building ~ue h ~ firewall _ but none meets the demand ing 
cmeria sel dO"111 by the court. 
The first is snnply to fil ter out visitors on the basis of the OOUlltry origin of their Internet Sc/'\';cc 
Provider (ISP). whO$(: address can be tr~ccd when they visit the site. 
But tbis can easily be sidestepped if a surfer uses lIn [SI' that is based in anl)ther country. 
Subsl:ribers to America Online's Internet access service. for ins tance. nre routt!d through serve.,. 
at the company's headquarters in Virginia. menning tha I whe rever Ihey are in the world. t hey 
al,.."ys apltea, to be in the Uni ted SUI\«. 
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At a subsequent hearing, the French court's own appointed experts 
testified that a " total prohibition would be impossible. ,,49 The French 
court subsequently found that si nce Yahoo! was technically able to take 
measures to screen some French citizens [rom illegal sites, it was 
required to do so, and the court ordered Yahoo! to implement a 
"keyword·based filtering system" in ninety days or face fines of 
approximately $13,000 per day.~ In November 2001, Yahoo! was 
victorious in a summary judgment action in the U.S. federal district court 
in San Jose. Cal ifornia, where the issue was the validity of the French 
order in the U .S.~I The District Court held, " the principal of comity is 

The fil te r can also be thwarted by u$ing one of the increa~ing numbers of websiles which 
act as a relay statioll for surfers. pr()\liding them with tOial anonymilY. 
Another possibility is to deny aceess on the basis of language used by the u$Cr's browser. placing a 
block. for instance in this case. on yisitorl woo use Frenth. 

However. thai would also penal ise lskl franeop hQne us~rs io Canada. Afrka. Belgium and 
Switze rland. and in any case could be circumvented if Iht surfer conyertS the browser's language 
to English. which only req uires the click of a bUllon. 

Be trand Velie. oompUler security consultn nl at French firm Apogee Communications. says 
"the problem is insoluble." 

Jd. 
"The Internci is II netwo rk whose design is not hased on geography." he maintll ins. Id. Glle expert 

estiUlJted that twe nty-five percenl of French Web surfers would circumvcnt any blocking efforts. 
Keyin 1. Delany. Yahoo TtS/s 8QIIt,dtlrirs ofCybu.fJl/lce Regula/ion. Wan St. J. EUR .. A ug. II. 2000. at 
21. 1II'lliloblc ut2OC(l WL-WSJE 21068JQ6. 

49. In French Yiliroo Case. E.lMrts Say Nllzi Auclio" 81m Impo""ib/c to Enforce. AOENCE 
FRANCF.-PRF..ssF_ Nay. 6. 2000, UI'ailuble ut 2000 WL24753028. 

According to their report. oomputer seIVers automalically register the nationality of70 pen;ent of 
French surfers when they log on. These USCrl could easi ly be denied a= to the sites. 
But for the other 30 perce nt, effective screening would rely on their yoluntarily submitting their 
nationality. a condi tion which could never be fully enforced .... 

The experts also CQrI'lidcred that 1\ monitoring medlanism rOt"" keywords tha t would trigger 
1\ cu t-out rpresumably, an automatie response or warningl when typed would also prove 
unworkable. ~use surfers would qu ickly lind ways to circumvenl iL 

Id. Su also £~pens Tf!Slih' Before F, tJ/ch COli" Heuri"g Yahoo! Case. Dow Jones Int'I News. Nov. 6. 
2000. ovailable "l WI.. EURONEWS fi lc, 11J6,(X) DJiNS 15:04:00. 

SO. Set: Yahoo!. Inc. v. La U gue ConlJe Ie Radsme et L'Antisemitesme. 169 F. Supp. 2d lIS[ 
(N.D. CaL 2001). motiOll 10 dismiss fo, lack of ~,sO/rol ilirisdictio,1 d~lIif:d. 145 F. Supp. 2<1. 1168 (N.D. 
Cal. 2(01). See 1.lso SylYia Dennis. FN.!IJch COI' fl O,dt rs YIJhoollo Serun AII(fioll Sill', NE\\'SBYTl:SS 
NEWS NETWORK. Nay. 20. 2000. a,'aUable at 2000 WL 27302966: John Tagliabue. French l udBe Orilers 
Yahoo to lJIock French Slirfers' Access If) Some Web Siles. NEW Y OR K T tMES NEWS SERVICE. Noy. 2\. 

2000, aVllilable 012000 WL-NYT 003260020!:1; Mylene Manglllin(lan & Kevin Dela ney. YllhooJ Ordm'd 
IQ Bar French from Nazi Ilem,·. WALL ST. J .. Nov. 21.2000, Ot Bt. uI'oilllble <II 2000 WL-WSJ 26611563. 
Appa ren tly. the Fre nch court (the Tribwwl tie Grall/Ie fnJllInCe of I'llris) is a lower court . a nd Yahoo! 
is siudying whethe r or not it will a ppeal the ru ling. Set supra Dennis. See IIlso Yo/,oo's Nazi Pmb!I'IIL' 
'f/, t! f.o"g Arm of Ihe La"·. TIME. Ja n. 15. 2001, a t 12. IlI'Itilub!1' (If 2001 WL 5489144 and CI"sh of 
Crlllllrt!)· ill (1 Bo,derl~,v$ World. STAn;sMAN. Jan.14. 2OCH, (1/ 2001 WL 4380940. In Hdd ilion. the 
League Against Racism a nd Ant i·Semiti sm li nd the French Union of Jewish Students have appea led 
the U.S. district coun decision. Matt Bcer, A"{lMI f'i/ed all Yahoo F/"endl rvft zi MemQrllhili" Cm ",. 
AGE!lCE FRANCE-PRESSE, Dec. 5, 2()()l. Il"oi/llble III 2001 WL 2507952 1. 

51. Yahoo!. Inc. y. L.~ Lis ue Contre Ie Racisme el L'An tiscmitesme,l69 F. Supp. 2d 116&. 1186 
(N.D. Cal. 2(0 1) (" [Alt issue here is Whe the r it is consis tent with lhe Conslitution and laws of the 
United Slates for ano ther Ilotion to rugula te speech by a Uni ted Stotes res ide nt within the United 
Stalcs on the hasis tha t sllch speech can be ~cce!iSed by In tcrne t users in th&t nation."). Su also 
Yahoo! Figills "-rench oYl!r Ninw. NEWSWtRE. Dec. 22, WOO. u~lIi1ublr 111 2000 WI.. 1656130. "Greg 
Wre nn. associa te general counS£'l lIItern3lional ror Yuhoo!. told US reporters that : 'what wc're asking 
a judge to do is to loolc M the order from Frnncc and determine whether it is valid here in the U.S:~ 
Id. 
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ou tweighed by the Court 's obligation to uphold the First Amendmcnt ,',$l 
When filing th e action, "Yahoo! attorney Gregg Wrenn said ... that 
Yahoo! wou ld ignore the [French] ruling and refuse to pay the fines 
unless a U.S. court enforced it. "~ In addition to Yabool 's efforts, the 
European ISP Association has asked the European Commission to 
review the matter as a potential violation of EU law.~ 

Even prior to the ruling in the U.S. district court.~ some experts 
questioned whether the decision in the French coun cou ld be enfo rced 
since Yahoo! apparently opera tes, for the most part, outside France.56 

One expert predicts, "companies are going to ensure that (hey have no 
asse ts in Europe to red uce the chances of being successfully sued."~7 

The French cou rt 's decision , however, may have had some chill ing 
effect. While Yahoo! cofounder and CEO, Jerry Yang, mainlaiJled prior 
to both Ihe ruling of the U.S. federal district court and the French court 's 
rulings Ihat Yahool would not change content on its site.jIj Yahoo! 
announced on January 3, ZeN}1 that, "as a business decision," it wou ld 
screen its auction si le fo r Nazi ilems.~~ 

Nonetheless, even with Yahoo! 's cooperation, only an estimated 
seventy percent of French users can be screened. tol According to Yahoo! , 
th e accuracy of the filte ring technology is also eSl imaled 10 be very low 
when measured by the rate of permissible sites needlessly screened OUt.61 

As one columnist put it 
[Ildentifying French Web su rfers isn't the toughest part. Yahoo 
also must rummage through trillions of bytes of data stored on its 

32. Yuh(JQl. 169 F. Supp. 2d:u 1193. 
5l Yahoo Sc(;k$ 10 /J/ock Order on Na,.i II~"~~ Nee Frellch }u'/gc Prol,ibill!d SIIfes 10 lIS Clli:.ens. 

Ar", Says COllrt OD<'S NQI lfuI'(; }u,i5diclum. LA. T IMES. Dec. 15. 2000. al 0. al'ai/ablc a/ 2000 WL 
25930387. 

54. Ian Lynch. Ebush,cs:l' - ISPs Cry FOIII Ol'a Yultw! Access 8all. COMPlITlNCl. Dee. 14.2000. 
al 19. (Jl'(Jilabl(; (112000 WL 11415745. 

55. Yahoo!. l69 F. Supp. 2d 011168. 

56. IXnnis. SlIflrtI nOiC SO (" ISJinre Ihe bulk of ilS operalions arc OUlSide of Fmnce. 11 is 
question<lble whether Ihe French coUrtS could enror,c their fines againsl the U.S. company."). 

57. David Pringle. Sollie lVorry Fre'ld, Ruling 0" YahQollV{lfk 10 Dl!ler l"v~$I"'I!tlI$ i" Europe. 
WALL ST. J .. Nov. 22. 2(0). al 82. I/wultllJle 11120()) WL-WSJ 26617732. 

58. Could Ihe Frellch Boycol/ Yohoof. ZDNET NEWS. Jun. 20. 2()OO. 2000 WL 4020825. 
Apparently. J~rry Yang orig!ll~lly nl<1dc the statement to the French new~papt'r. Ub;!ration. Id. 

59. /Jea,inlS '''~ Slam"",I. Wi\I_L Sr. J. EUROPE, Jan. 5. 2001. al 6. avoi/I,llle ,,/ 2001 WL-WSJ E 
2839<)72. "Expl~ining whal Y:lhool means by H 'business decision: Sue Jacksoll of Y~hool '5 London 
office "'''Iy.< 'nl" th c) company hlld delermined that mOSI of its users would rather nOI hnve Nazi 
memorabilia and nrtifncts for s;\lc by other users on the si te_" Id. 

60. Set! MangHlindon & Dehmey. S"PrtI nOle SO. 
61. Sec! ill. 

While il is lechnologically possible to block keywords such as ~Na7.i" on Ihe Yahoo Web SiIC, the 
accuracy of such a lool is less than 50%. Yahoo! says, because it can'l differenliate between the 
use of the word in hate ma terial or lilcrnturc such as "The Diary of Aline Frank." .... "Every 
lime you mention Hiller in II memorial site for Hoiocausl sumvof!l. il take~ Ihat silc down .H ~aid 
Greg Wrenn. Yahoo's associMe general coun,.,l for inlernational affaif!l. "It·s nOI appropriate to 
ClIlllhal effective al all," 

hi. Yahoo!'s spokesman furlher Slllted thai subjoxti\' e judg~nt or human mOnitoring would be 
needed 10 determine Ihe ~conlext oflhe Nazi refcrence.~ fd. 
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servers and identify all Ihe references to Nazism. Then someone 
will have to create a separate index of the pro-Nazi materials, while 
allowing the anti-Nazi stuff to pass. 
No indexing program yet devised can manage this, ... just go to 
Yahoo and run a search under "Nazi.'· You'U see a link to U.S. 
government archives of Nazi documents, fo r use by scholars.6.1 
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Furthermore. exist ing services on the Web like Anonymizer and 
SafeWeb work to conceal user IP addresses which can be used 10 

pinpoint user 10cation.0J In addition, services like AOL do not use rp 
addresses but instead use separate networks.t>4 In sum, Yahoo!'s victory 
in the U.S. federal district courl in San Josel6 opens the French court's 
order to legitimate questions regarding its effective ness and 
enforceability. 

In addition to independent attempts to regulate (he Interne( on a 
national basis, such as in Germany and France, the European Union has 
issued three Direct ives add ressing the issue of liability of ISPs and Ihe 
right of consumers \0. sue foreign supplie rs .of go~ds and services ~where 
such goods and services have been supplted via the Internet) . The 
threat of liabi lit y, whether for an ISP or other business enterprise, does 
have a potential chilling effect through industry and self-policing, 
including transactions invoJving dissemination and exchange of 
information. However, the EU Directives. to date, are Iimiled in effeci 
to commercial transactions and transactions involving businesses thai 
collect personal information. Besides the EU Directives. France has 
adopted a Liberty of Communication Act, whicb req uires Web 
publishers to registe r with the govcrn menl.67 

While this article has focused on barriers to information flow 
through legislation, regulation, and enforcement in the courts_ there has 
been a recen t significant case in Bri ta in in which an ISP was found liable 
for a Libelous message on a bulletin board it provides. Although the case 
did not involve parties from ou tside Britain, the in ternat ional 
implications were noted: "So who cares what problems the Brits cause 
for their ISPs? We do, because under many standard analyses and the 
pending Hague Convenlion on Jurisdict ion a wrongdoer can be slLed 
where the effects of the tort are felt as long as he has reasonable business 

62. Hiawatha Bray. M(JIlSh,.,r. Do YO/I Ya/wo? BO!iTON Gu'lll!!. Nov. 30. 2000. ~ I Cl. ",wi/able 
111 2000 WL 3353383. 

63. Id. 
64. rd. 
65. Yahoo!. Inc. v. La Lisue Conlfe Ie Racisme el L'Anti!;Cmi tesme. j45 F. Supp. 2d 1168 (N.D. 

Cal. 2oot ) (denying mOlion 10 dismiss for lRck of personal jurisdiction). 
66. Council Direclive WOOi3I. 178 OJ. (L 178) 1 (dealing with linbility of ISPs. commercial 

communicalions. amI electronic COll1rac ls): Commission Regulation (Final Propo!ial) 99X!.l48, 1m 
OJ. (C 376E) I (deHling with enforcement of judgments). Dnd Eur. ParI. & Council Diroxli\'c 95146. 
19950.1. (L 281) 31-50 (governing li ability for ttllnsmilling pers{)nal informalion). 

67. Ginge r Adam!; Olis. V"'c I.e Cmscu,!. VtLIJ,CI! VOIC_"E. July 25. 2000. III 29. nVill/ahle III 2000 
WL/1351912. 
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ties to the jurisdiction.'tM T hus, the developmen ts in case law cannoL be 
ignored, par ticularly in Ijght of potential developments with respect to 
the international enforcement of judgments. 

2, Govemmel1f Filtering 

Perhaps the best case for the ability of authoritarian governments to 
regulate the Net has been made in a recent report , which specifically 
focuses on China and Cuba and was issued under the auspices of the 
Carnegie Endowment for International Peace.@ Its conclusion does no t 
suggest that the Internet is a significant obstacle to totalitarian rule: 
"Taken toge ther, the cases of Chi na and Cuba should illustrate that the 
diffusion of Ihe Internet does not necessarily spell the demise of 
authoritarian rule,,, 711 Rather, authoritarian regimes fo r the present are 
"successfully controlli ng Internet use, even while using it to both extend 
their reach and push forward national development. ,,71 China 
successfu[Jy regulates potential challenges to government authori ty 
.. through a combi,nation of content filtering, monitoring, deterrence, and 
the promotion of seH-censorship.',n Cuba, alternately, controls access, 
"incl uding a prohibition of individual public access and ca refuJ selecti on 
of instit utions tha t are allowed to connect to the Int ernet. ,,1j 

Despite the Carnegie report 's find ings and conclusions, a careful 
read ing of the report suggests that the "jury is still o ut" on the futu re of 
thi s issue. 

Internet technology will cont inue to evo lve over time, as will the 
myri ad nontechnologicaJ factors tha t shape the environment in 
which internet use takes place; as such. our observa ti ons act as 
snapshots of moving targets. Authoritarian regimes will have to 
contin ually adapt their measures of control if they want to cou nLer 
ecrectively the challenges of futu re va riations in information and 
communicati on technologies, It is quit e possible that this task will 
prove 100 difficult and that use of rers [i nformation and 
communicat ion technologies] will eventually playa role in the 
democratic revolution that has been so widely predict ed, 1~ 

The most significant parts of the report are those sect ions discussing 
Internet use in the "mass publk." In China, many have predicted that its 

6/:1. John T. Aqllino. /Jrilisil COllrl Celle/mles ISI',r Liable fur Ih,lieli" OO<1rd Pm/ings. LI:OAL 
lNTl!LL10I!NCI:!R. LEXIS, NeW!; L.ibrnry, CURNWS File (quoting Stewart Bnker of Steptoc & Johnson 
in Was hington D.C.) , 

69. SHA /Io,HI K AU'.'ruIL & TAYLOR C . B OAS. CARNEGIE ENDOWMENT FOR INTERNATIONAL 

PEACE GLOBAL PoUcy PROGRA M. THE INTERl"ET ANO STAn; CONTROl. IN AUTHORITA RI AN 

REGIl>IEll: OUN" , CUBA. AND THE CoUtnlORREVOLUTION 4 (July 2(01 ) ( Carnegie Endowment 
Working Paper) . ,j\luifllblt III hup:lfwww.«ip.org/fileslpdfnI KalalhilBoas.pdf. 

70. Id, &II7. 
71. Id. 81 2. 
72. Id. at 15. 
73 Id. 
74. Id. at HI. 
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rising professional class will become " increasingly aware o f foreign 
products, cult ure, and political norms .. , B The primary response by China 
has been to niter and block I.n ternet materials and promote self­
censorship, I.n chat rooms, censors routinely remove offensive 
comments, Crackdowns encourage business owners to "self-po lice." 
Yet, the Ca rn egie report 's analysis misses the fundamental issue: how 
effect ive can filtering be? While the reporl notes that China's response 
to the potential political impact of the Internet on the mass public is 
chiefly through " [iltering material and promoting self-censorship,,,76 the 
report does not, and indeed perhaps cannot, give any insight into how 
effective those effor ts are, While there is general discussion of "Big 
Mama" - chat room administrators who screen subversive comment s, 
shu tting down sites within China, and blocking of foreign sites with 
respect to the Fal un Gong reform movement - there is no attempt to 
study how effect ive these techniques are or what kinds and amount of 
in fonnation is getting through, The report only discusses the response of 
the Chinese government , not its effect on in formation flow, Although 
primarily a question for information scientists and sociologists, the real 
question remains: what do Chinese citizens have access to as a result of 
the fnternet, and how is this different from what they had access to 
before the Internet? Without better information and systematic study of 
Internet user behavior in China, any conclusions as to the impact of the 
Internet in China are premat ure. 

What is known about China 's attempt to regu late the Internet is that 
it has attempted to regulate the Net using filtering and self-poli ci ng. T he 
first problem with filtering and censorship of the Net is scale. 

"Security agencies [in ChinaJ are spending millions of dollars to buy 
the latest technologies, but how can they keep track of vol umes like 
that?" asked Sin Chung-kai, a member of Hong Kong's Legisla ti ve 
Counci l who represents the territory'S info rmation- technology 
industria l seClOr. When the number of users goes over 100 million , 
the politica l environment will change,77 

Approx imately 56,6 million Chinese have access to Ihe Internet (or 
5,5% of the households in China).]/! More importantly, there are 
significant technological limita tions as 10 the effectiveness of filtering, 
For instance, a study of the efficacy of four different commercial 
software filter p roducts revealed that only when aJt four products were 
combined, they collectively blocked objectionable materials 25 % of the 

75. /d. al 6, 
76. ld. 
77. Tyle r MIlI~hall & Anthony Kuhn, As Onlim: Usus Grow E.rponMlially, B~jjjllg fightS to 

Kup CylN."~e an ApOlitiwl P(ayground. L A TIMES, Jnn. 22. 2001, at AI. available at LEXIS, 
Nexis Library , News G roup File (suggesti l1g the SCII le of inltmtl usage in China does nOI fOfollel\ the 
fBI! of China '$ «Immunist party. bul a more gradunl change). Set a/sQ Sllpril ItXI 3ecompan¥ing nOle 
22. 

78, China i,,' No.2 in At·llomlJ {V~I Access, SIIpra nOle22. 
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time and that they blocked unobjectionable ma leria1 2L3% of the lime.N 

Assuming that the Chinese government found 1 % of the eight petabytes 
(8 x lOIS bytes) ava il able through the Web to be objectionable, or 10 
terabytes (10' bytes). then using current filtering technology, 2.5 
terabytes of objectionable material would escape filt rat ion (which is 
roughly the amollnt of in fo rmat ion stored in an academic research 
library) .~ 

Like filtering software, Internet surveillance systems are subject 10 
technical boundaries. The techn ica l limitations of the FBI 's Carnivore 
digital surveillance system arc indicat ive of the inherent limitations with 
wide-sca le Web monitoring.sl Even without conjecture 011 the previous 
statement. which was based upon the under- and over-inclusion rates o f 
various commercia l filtering systems, there is significant evidence o f 
information leakage. The Washington Post reponed that while its 
websi te was blocked, the website of the Internationa l Herald Tribune (a 
paper with which it had a joint ven ture) and MSNBC.com were not.1a 

lor were the South China Morning Post (a Hong Kong paper), New 
York Times, nor the Wa ll Street Journal./\] It is also noteworthy thal a 
significant num ber of Chinese Web su rfers -2S% of adult users, and 
40% of Ihose under eighteen-spend time at foreign si tes.~ Allhough 
eventually blocked by Chinese authorities, one anonymous proxy server 
(focusing on Chinese Web surfers) had an estimated 2.5 million page 
views per day within five months of being launched.8j 

Even if the Chinese government develops superior filtra tion 
systems, the scale of the Internet and the inherent technical limitations in 
filter systems (whatever methods they use-key wo rd detection, site 
blocking, or rating systems) still permit significant information now over 
the Internet. Furthermore, advances i,n technology not only help 
government censors, but also improve the ability of Web surfers to 

79. Chrislophcr D. I [unler. /lIIcmcl Fil'er EflccI"'l!nesl~ Tcsling O,'u· iJml U"tleri"c"/Si"~ 
BlocHn}; DcdsiOlIS 01 fOllr ""pillar Wth Fiflef$. 18 Soc. SCI. COMPU'TER REV. 21d. 220 tbL7 (2000). 
The pem:ntage of objectiona ble siles not blocked by each product varied from 83.3% to 30.6%. Su 
itf. at 219-20 tbls. 3-6. 

110. Lyman el al .. foiQ'v Much Infonnalion?, <I f htlp:lfwww.~ims .berkctey.edu/rescaf(:h1 

projeclSlhow-mudl-inloJdntapuwers.htllll (last modified Oct. 24. 2000). 
til. Sl'<; liT R ESEARCH Il"slTn.rIl; . suP'" note 16. 
82. Clay Olandler. CMIIQ Itgll;n CtIISQrillg Web: After S"'lIIl1il. 81nc/r.ing of forciC" S,i~ 

H.1!~II"'es, WASH. PoST. Oct. 23.2001. ,wai/oble 01 LEX IS. News Library. News Group File. Most 
Recent Two Y~ars. 

83. Iii. The Wall Street Journll! was effectively ofr limits to Chine.~e users bccau~c of 
subscription fees. /d. 

84. Rober. Marquaoo. Cirino Tallia lire Wild. LVild Web. aIR'SOlAN SC'. MO:<lrTOR. Aug. 2. 
2001. at !O (reporting .hat China effec.ively regula'e5 the Imernet through self·policing), 

85. Chilltse Govcmmc/!I AnemplS 1/1 fJlock Acct.u 10 Safc Web; Siliellll Volley S/(m"p AII$ ... er~ 
",i,h rril111gle /Joy 7i:clllloll)gy ill Effort 10 COlllb<ll IJJlcm~{ Censors/up , BuS. WIR F.!. Mar. 13.200 1, 
unli/l1blt' Q/ LEXIS, News Ubl'llry, News Group File. t.,·losl Recenl Two YealS. SMt Web cunfronted 
the blockage hy China by releasing free proxy software that volumcer Web sites eQuid download to 
function M proxy cites. hOp<'fully cir(:umventing Oune~ ""nsOl$ by sheer number. Su il/frl1 notes 86-
87 and actomP<lnying [e.~[. 
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circumvent censorship blocks and surf with anonymity. iW> For instance, 
SafeWeb (now in concert with the Voice of America) has released free 
peer-to-peer proxy software called Triangle Boy, specificall y designed to 
thwart Int ernet censorship such as in China. 

Vol unteers can tu rn their PCs into Hpackel reflectors," or proxies. 
for Safe Web by installing the Triangle Boy applica tion. Since the 
Chinese gove rnment is unlikely to block access to the vo lunteer PCs, 
they can act as encrypted ga teways to the Intern et and allow Cbjnese 
ci tizens fu ll access 10 an uncensored Web.8'/ 

The potential implications of thousands of Web se rvers (essentially 
any computer with a dedicated line) funct ioning as proxies to 
"anonymize" and encrypt Web traffic are profound-perhaps as 
significant as the init ial design of the Web to be dependent upon logica l 
and not physical add resses and to provide multiple routes for 
information transfer. One can imagine Western un iversities, libraries, 
governments, non-profits, and a host of expatriates actively promoting 
participa tion in vast networks to provide anonymous and un in terrupted 
access to information over the Web. 

The alternative [or an authoritarian regime is 10 cut access to 
everything but approved sil es; however, countries like China bave 
resisted this because o f the need for the economic benefits. "The great 
enemy of those [in China] seeking to cont rol the lnternet is its growth ­
growth fueled large ly by tlle recognition among China's reformers tha t 
they have no choice bUI to embrace the Internet if they are to compete in 
the global marketplace."QI Simila rly, there may be rea l economic 
tradeoffs fo r .restricting access to a na tional in tra net, also under 
discussion but repeatedly delayed.>19 "To capitalize on economic 
potential of a booming information sector and technologica lly savvy 
workforce. China needs to promote widespread Internet access while 
maintaining control through other means.',911 Less restricted access 
means greater potent ial for economic development, while morc 
restricted access may be easier to control bu t less profitable.91 

86. $I'I! TrianglcBoy: I'rivacy and Security. 111 hnp:/I .... ww:safe ..... eb.comltboy_So':!Vlcc.htmi (18$1 
modified May 9, 2(02). An nhcrn8.'vc to TnongleBoy. known ijS Ped.:aOOoiy. was inlroduccd a •• he 
Co<\eCQn WOZ confe rence. Pratap Ravindron. A Pe~k imo Ihe Forbiddm. Bus. WIR!;, Mar. 6. 2002, 
/lvllilubie /11 LEX IS. NeW); Libltlry. News Group File. Most Recent Two yeBls. Besidc~ provid ing: for 
volunlcer proxy servers. Peekaoooty encrypts its traffic to look like ,redit c;Jfd information. /d. St'( 
olso Peekabooty. Q/ hltp:ll .... ·ww.peck-a-boo.y.org/pbhlmllindex.php (last \',sited Oct 31, 20(2). 

87. Chmese GO"emmem Itllempls 10 fJ/Q(k Aut:U I{] SafeWeb.~lIpra note 85_ 
88. Set Mnl'lihall & Khun. supru mile 77. 
89. KM.J\'l1Il1_ & BOAS.S"IJriI notc 69. utI). 
90. III. M 15-16. 
91. Cuba 's policy of severely limiting llllernet po;ess is likewise 5ubjec' to the sam~ tradeoffs. 

III. at J3 ("\iJnterne! could prescn t ~notber lucrative opportunlly fOt' Cubans to make money~). For 
nddi tional di~ussion. se~s"prQ nOIt'S 22·3! nnd accompanying. ,cl(!, 
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3. TeclUl%giclll ami Regulatory Response to Demands of Business lIlId 
Commerce 

Even if cu rrent technologies do not allow regulation of the Net, 
Professor La~ence Lessig argues that as the Internet responds to the 
needs of busmess an? commerce by ~ha~ginl its architecture and 
through the use of certi ficates of authentIcation, - such changes will also 
enable governmen ts to effectively establish jurisdictions or "zones" of 
regulation on the Internet.93 While it is possible for users 10 select among 
such zones, referred to as "exit" power or "voting with one's feet"""­
thus resuhing in a competit ion between zones of rules in cyberspace fo r 
users- there are costs in doing so .~ 

Professor Lessig also argues that the balance between "open 
source" and "closed source" Internet applications and protocols directly 
affects the abilit y of government to regulate the Net. For example, 

[a]lthough Nelscape {open·source code] could offer a feature that 
the French government wants [demands], there is no reason to 
beli eve thaI users would want Ihis same feature. Another supplier 
would undoubted ly provide an SSL module [Netscape 's open­
source protocol for exchanging encrypted information between a 

92 •. LAWRENCIl. LESSIG. CODIo "'~D OTHER,LAWS OF CYBERSPACE 20H (1m) (';Commerce. I 
argued (m part I I. will push for a certificate arcb ltccture tha t would cnable its o wn form of controL. 
Tha t archi tecture would cnable some forms o f state con trol. But the precise control " 'ould depend on 
Ihe orchilccture.-). 

93. Id. 31 207. Professor Lawrcn.ce Lessig argues: 
A certi ricnte,rich Inlernet, for e)(ample. would enable $O\'ercigns 10 reclaim some of the ir 
a,u!hority. I.n cyberspace where everyone carried citizenship Ids, the Net could be zoned 10 apply 
cmzco-spcclfic 
rules. . .. A world where ce rt ificales were gene rally available would be a world where states 
could again insisl that their rule$ be applied, not the rules Qf the dQmi!1ant na tiQn (the Uni ted 
States) or the Nec. 

III. Leuig assumes tho l certifica tes will permit identification Qn some political·googr3phical basis. a 
necessary requirement fQr sovereign jurisdiction and enforcement. Whethe r the e"olution of the Web 
10 ."'eet Ih~. nl~ds ~f comm~rce will pr~1ICf! such a mechanism remains 10 be seen. Certainl y. 
SWluen&ml s h,stOrical bank.IIlg laws. whIch placed a premium on anQnymity. demonstnlle thn l 
commerce can be condUCled securely with anonymity from government inquiry. The idea of a "Swiss" 
~ntern ci ~.one. w~ol1y immun.e (rom sovereign law. is not tOQ far·fctched. Appare ntly. a group of 
mvcSlQTS IS workmg 10 cSlabhsh an 11]lern (' t hu b o n a W'NU gunnery platform in lhe North Se~, lhe 
OW1](~r Qf which ClAims independenl so~ercign ly as the '"PrincipalilY Qf Sealand ," S~e Simson 
Garfinkel. Wtlcom~ 10 S~l"I11I(/. Now BlIggu Off. WIRe.D. lul. 2000, M 230. 

94. See LESSIG. $lIpra nQle 92, at 201. Profe~sor Lessig SCI!> forth the arguments of David I'QIlI 
and D~vid Johnson. which e mph flS i7.es Ihe choice of users among cybcrspllce domain ;'rul c·scts." 
" lndividuu ls will c hoo~e 10 ellter Qlle rule·sel or a nothe r. As rule·se ts compete for OUT attention. the 
wQrld Qf cyberspace wtl l come to be defined by Ihis CQmpetitiQn," Id. (citing D!wid G. POS l. AnOfehy. 
S{~II~. <Inti {I,e IlIiefllfl: All e..ully 0/1 Law·Making it, Cyberspace. 1995 J . ONLINE L. art. 3, 'I _. 
(vIsIted Nov. 28. 2(X1O). (11 http://www.wm.edullawlpublicatiQnsljollpos1.htmlj. 

95. Pwfcssor Leuig explnins: 
I~ cyberspace no !lSSets ar.:: Iransferable. You can move fwm one community to ano ther . but 
wllh each move you must ~l8 rt over again, ... 

. ,?-r.adoxicnlly , then. -:,e might say that it i$ harder to ehaoge communities in cyberspace 
thAT! II IS m re~l space. It" harder because you must give up everything in II move from olle 
cyber,cQmmul1l1y to another. whereas in real $pace YOIl briRg much Qf it with yQu. 

Su LESSIG. SlIp,a note 92. at 202. 
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browser and a server] witho lLl the alteration demanded by the 
French government. 

The point is simple, but its implication profound. To the extent 
thaI code is open code, the power of government is constrained. 
Government can demand, can threaten. but when the target of its 
regulation is plaslic, it cannot rely on its target remaining whal it 
wants.!16 
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Because open-source code can be freely copied and modified, it does 
little good for governments to pressu re industries to accommoda.le state 
interests. A particular service can be easily co-opted and modified by a 
competitor who uses open source code and who might not be so sensitive 
to government pressure. 

The nex t point in Professor Lessig's argumen t is that the balance 
between "open" and "closed" code is not fixed. and needs 10 be 
monitored.97 In essence, a shift to closed code oUght to enhance 
government power to regulat e.<18 It also bolsters the power of business to 
stifle competition and even control contenl.l'l Consequent ly, a shift to 
closed code favors government regulatory power, and an industry 
movement in that direction would suggest, per Lessig's argument, that 
much more rigid Internet regul ation would become possible. It should 
be noted, however, that other factors besides the balance of closed and 
open code may influence whether a particular service or product can be 
easily co-opted by competi tors, who ma y be beyond the reach of 
government regulators. For instance, competitors of Yahool in France 
may offer Web services to customers tha t are non- IP-based. which would 
allow geographical ly indistinct or anonymous browsing"» and thereby 
diminish Yahoo!'s French market share and indirectly underm ine the 
efficacy of a French court 's order which compelled Yahoo! to ban French 
users from sites selling Nazi materials. 101 Consequently, the ba lance and 
trends of closed versus open code does not solely determine government 
ability to regulate Internet information flow. 

New technologies not on ly enable governmen t regulatory muscle,'0.2 
they elicit regu lation as to the demands of business and industry which 
cause them to affect information flow over the Internet, sometimes in an 
unforeseen manner. For instance, in an essay introducing his newest 

96. Id. I'l l 106·07, 
97. Id. at 104 ('" 11 is (his balance thOI we need to track. - the b31~ncc be(we~n o(>'!n and closed 

eQde on the Net Most of the "pplicat ioT! space that o rdinary u~el1'l now lISe is closed,"). 
98. Id. at 100. 107 (-['no the e~tent thnt code becomes open. government'S powe, is reduced:'). 
99. See Lawre nce Lessig, 7'/le Itilertl~1 Under Siege, FOIlElON POI.'V, Nov.·Dec. 2001. at 56. 64 

[hereinafter Tile In/em (1 Under Siegel, 
100. For example. America Online's cus tomers nrc 311 rQuted through VirgiRia. Su slIpra note 

". 101. Su sl'pm DOte 46 and accQmp3nying text. 
102. Fo r an e)(ample of how new technologies may dinunish government regulatory ability o~er 

the Internet. see SlIprl3 nOles 86-87 aRd accompanying teXl. 
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book,"1J Lessig gi ves an example of how the Digita l Mill ennium 
Copyright Act (DMCA) has been used to limit informa tion flow. "J< In 
August of 200 1., Enviro Link Network discontinued the website of SlOp 
H unti ngdon Animal Cruelty (S HAC), lIl!I Nonetheless, SH AC has 
cont inued to operate two other si[cs - www.sbac.net and 
www.shacusa.ncl-and publish company name lists. lOt. The SHACUSA 
site (www.shacllsa.net) currently appears to be hosted on the 
"stc l1 ar.htirust. net" and "seal and.ethicaJh ost. ne l" name servers, which 
are registered 10 T UCQWS, INC. in O ntario, Canada. A MSDQS 
"lrficerC' commercial search reveals both of these servers to be in the 
Nethe rlands. Simil arly, th e international SHAC site (www.shac. net) is 
hosted on Dutch se rvers.101 Conseq uent ly , Less ig's example may actua lly 
demonstrate the ubiquitous nature of web sites and limited pract ical 
effect Ihal private lawsuits, includi ng claims made under the DMCA, can 
have on expression via the Intern et. 

The ease of moving and obtaining Web se rvers (such as illustrated 
by unsuccessful attempts to regula te SHAC). the transferability, 
plasti city and ubiqu ity of open-source code, and the rea lit ies of 
an onymo us and geographically ind istinct Web surfing substant iate the 
axiom that " the Inte rnet in terprets censorship as damage and roUles 
a round it. 'IIUM Not surprisingly and quit e sensibly, even Singapore, with 
its re latively aggressive standards fo r regulating ISPs, acknowledges the 
fut ility of completely regulat ing the Net: 

To fuUy cont rol wh at goes on in the Inte rn et is not possible and it is 
not our intention to do so. We will therefore adopt a pragmatic 
approach in formulating our regulatory framework: o ne which 
regula tes by exception, ensures minimum standards a re kept and 
encourages responsible lise of the Interne t ... . [Wje strongly 
encourage community polici ng as a long-te rm solution for the 
healthy development of the In te rnet. 'O'f 

103. LAWRENCI2. LESSIG. THe FuTuRe OF IOEAS:TI1E FATEOF'TIIE CO.\1MONS IN A CONNECTED 
WOMLD (Random House) (2001). 

104. 7711~ IIlIUntt Under Siege. supra note 99, ill 64. 
105. Kalherine Micszkowski. No Free S,lI.'l!C/l for Allimal Rights Web Sites. SALON.COM (Aug. 31. 

200 t) . LEX IS. New~ Library. News Group File. 
106. S~c SlOp HwuingdQl' Allimul Cnt"lty: ULS Immurl PI,(Hr~ N",.rhf,s. (11 

hl1p:llwww..!lhac.nellresourceslinlemal.html (for name lists) (l ast modified Sepl. L 7. 20(2). 
107. Sean:h Verisign·s ser.·ice al hll p:lII'l\\'IY.nelSol.com/cgi-binlwhoisllYhois (los t vi~iled Nov. 15, 

2(02). 
108. Ste Oelacourt. supro note 5. 
109. Endesha\\". supra !\Ole 19, at 216 (citing Ahmad Shuhaimi. Rcgrllating the Imernct: S BA Will 

Ix Prugmatic, FORUM: THE STRAITS TIMES. Mar. 20, 1996, at 27). See also Ihe discu"ion of 
SingAporc·s use of a ··bes l e ndeavors" sianda rd in regululing the Inlemel. supru nOte 19 and 
accompanying leX I. 
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The question , however, has never been one of total governme nt 
control or total freedom to surf witho ut restrictions. but whether the 
Internet has the potent ia l to affect profound change even in the most 

. . . llO 
restnctlve government regImes. 

4. Summary 

In light of the incidents in Germ any and France , the th eore tica l 
a rguments made by Professor Lessig, and in considera tio n of the 
im perfect policies of Singapore and China, the presence of effective 
regu latory borders in cyberspace is subject to do ubt and ra ises the 
question: what are the consequences fo r governmen ts and states if the 
Internet cannot be regu la ted , or only partially regulated? 

II. MARK ET FOR LOYALT IES TH EORY 

1n a series of articles and books.lll Monroe E. Price. a professor of 
law at C.udozo School of Law.ll l has a rgued lhat the behavior of sla les in 
regulating transborder information flow, particularly inte rn ational 
broadcasting. can be explained by what he terms " the marke t for 
loyalties. ,,113 This markel , a lthough different from the marke t fo r goods 

110. Thcre is evidcnce that the Inlcrnet is fundamen mlly affecting China dcspile liS alle n;lplS 10 
exe rl rigid conlrols. See. e.g .• Marshnll & Khun. s"prQ nOle n (···Five yelllS agO. mllny lopies wcre nOI 
politiCAlly correct- high- level corruplion. hom~.x unlily. even pollut ion: he ICharles Z hung. CEO of 
China·$ largest In terne l portall said. ' People 's tol<.lram;e for Ihesc topics has increascd: M

): Analysis: 
Seeking Trllllr from Fa't~ - C/,i,w·s Ch,mgi"g Mtd;u SCCIII!. B I3C Monilo";ng World Media. Feb. 22. 
2001, availublc at LEXIS. NC\115 Library. NeWli Group File. Most Rcccni Two Years (-An eslimated 
330 Chinese Ill nguage nelYspapers ~ re IIvailable online . . " In 1e rms of ilCcess 10 mfo rmalion. Chinll 
today is less secre1 ive than at a ny time since 1949."'); and Marquand. S"fI'a nOIC 84 (··Some JOO 
[Chinese l cities now have high·speed aecess to Ihe data pipeline. China use rs he re can log on 10 
Tai .... an daily newspapers; and wilhin reason. they can exchange skeptical mess-agilli aboul 1Nl\Ol$ 

ovents.M
). 

111. Monroe E. Price, The Market for LOYltllles and 1/,,· Uses of ComparlJlj.·e M~diu J.aw. itl 
BROADCASTIt'lG REFORM I~ [NDI A: MEDIA LAw FRDM A GLOBAL PERsPE(., IVE 93 (1998) 
Ihereinafter Comparlltwe Media l..u ... J: Monroe E. Price. T EL.£VISION: THE Pt;OUC SPHERE .AND 
NATIONAL IDENTITY (1995) [hereinafter T ELEVISIOf'lj; Monroe E. Price . La ... , Force lind fire RaJJ·lali 
Media. 13 CARDOZO ARTS & E l"T. L.J. 795 (1995) [hereinafter Russiall ,./i:Jlllj; Monroe E. Priee. The 
Ma,k~ for Loyalties.· Electrollic Media mlil ihe Globlrl Compelilio" /Qr JlII<'8iallc~.,. [04 YALE U . 6fJ7 
(t994) [he reinaFte r MQrk~1 for l.()yalfinj . 

11 2 SUSlipru nOle2. 
113. Inleresti ngly, 8 similar phrase. ··the market fot eyebaUC has ~n used by scholars in 

connection \\; Ih Ihe Telecommunica tloru; ACI of 1996. ··Mllrket for eyeballs" first appea rcd in print in 
a n article by Thomas G. Krmtenmaker. The TdeCO fll""micatilms A ct of 1996,29 CoNN. L REV. 123. 
168 n.218 (1996). rl'primed II! 49 FED. COMM. U . [. 45 n.214 (1996). Eben Moglen ccined it for 
r<.lgutar USIIge 81 a Columbia Un;\·ersily symposium. Eben Moglen. Tdecollutr/mkatU'.ms l..uw: 
Unscrambling The Signals, Unblitllfling The LAw: Artide: Tire "wisibl~ Barbecue. 97 COLU~' . L. REV. 
9JS. 952·~3 (1997). I!\'al/aole aJ hup:llemoglen.law.columbia.edulpublicationslbarbecue.hunl. Since 
then, Ihe term has been usc:d in a half-dozen articlu. See CO!il5 R. Sunstein. Television Qnd the Public 
Imerest. 88 CAL. L. R£v. 499. 514 (2000): Yochll; Benkle •• VIACOM·CBS Merger: From Co/Uumers 
To Users: Shiftl" g The Deep" Slruclrlres Of Regulation To ... ard Suslaillable Cummotls A.nd User 
A cceJ"s. 52 FED. CoMM. L.J. 561. 562 (20X1): Seotl Killingsworlh, Mlndillg YOll r 0 ... " J)1,sine.<~·: Pr,"W'9" 
I'olicies ill Principle allil in PraClicc, II J. 1NTELL. I'ROI'. L 57. 91 n.l43 (1999): Yochm B<.lnkler. Sirell 
SO"8s Ami Amish C/rililren: Amonumy, {"fomwtiuI/, AJ,d £../I ... , 76 N.Y.U.L. RI!\!. 2J.1!8 (200t); anu 
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and th e "marke t of ideas," can be described as the exchange of " identity" 
(supplied by governments and tradit ional power structures) fo r loyalty 
from their constituents and subjects. This "market for loyalt ies" adheres 
to economic concepts such as buye rs and sellers, cu rrency, mo nopoly, 
regula tion, competition, and supply and demand. 

A. Summary of Professor Price's Application oJ Economic Theory 

Professor Price has proposed application of an economic theory, 
known as the "market for loyalties," to explain the monopolistic and 
oligopolistic behavior of states and their power holders have in trading 
naliona l identi ty for loyalty. Competing identities (identities sponsored 
by someone other than the stale and its constituent power e lites) a re 
provided both by groups seeking power (whether ent ire ly withi n na tional 
boundari es or transcending them) , and by Western commercia l culture. 114 

Because these competin g ident ities weaken Lhe value of the national 
identity,"S which governments trade for the loyalty of the ir citizens , 
governmen ts often work to restrict the entrance of competitors into the 
loya lt y market. Besides direct censorship, government restrictions in tb e 
broadcast media include suppressing broadcasting from beyond national 
borders, maintaining a nat iona l broadcasting monopoly, restricting the 
number and licensing of frequencies, and imposing frequent licensing 
renewal requirements."6 An additional characteristic of media 
regulation is tha t it reflects the existing power structu re, and predictably, 
it is only changed if it fai ls to protect the existing power structure's 
marketin g of identity or if the power structure shjfts to diffe rent parties. 

8. Elements a/The Market 

This section witl set forth the elements of the "marke t for 
loyalties"-scllers, buyers, products, and currencies of exchange-and 
will look mo re closely at the pa rties and values playing the va rious 
economic roles in the market. 

According to Professor Price, governments regul ate in formation 
flow because they are compet ing for loyally or allegiance in a market.1Il 

The te rms "govcrnment" and "state" are actua lJy inadequatc to describe 

Pa trick Maroney. Interne!: TiI~ Wrong Tool fQr lilt! Hight Job: Arc Commercial Websilrs Places of 
I'II/)/ic ACC(Jlll lli odalloll Under lil t! Allwri"1II1S willi Di.mbililieJ A ct of 199fI? 2 VAr"IO. J. ENT. 1... &; 

PII.i\C. 191. 19J (20CX». D"~pit" the "ma rket for eyeba ll s" being in ~ogue. the a uthor prefers the term 
"market (or loyalties.~ While " marke t for eyeballs" conveys the sense of ad~erti~ing to attract a n 
aud ience. the "market for loyaltics.~ a~ explained by Professor Price. cBptures the essence of the 
"idcntity~ for "loyalty" ""change. Furthermore. "loyalty" suggests more than {KW'ive "brand 
recognition" rathe r than active commilmentto SOffiCthing. 

114. ~e illfra Subsection O. 
115. Id. 
116. Su illfra notes 129-132 and accompanying text . 
117. See Mark~1 for Loyulli~, slipra note 111. at 667-68. Set! alsQ T ELEVIStON. s"pra note 11 I , at 

OJ 
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the regulators o ( information in the marke t. In applying bis market 
analogy to radio, cable and satellite broadcasting regulation, Professor 
Price describes a broader concept , identifying those who play lbe roles of 
selle rs in the marketplace: 

[T]he supply side[, the selle r,] in the marke t for loyalties has a 
structure lhat is badly served by reductionist te rms like 'state,' or 
'government ,' or political party. The sellers in this marke t are a ll 
lhose for whom myths and dreams and histo ry can somehow be 
converted into power and wealth - classica lly slates, governments, 
. b · d h '" mterest groups, uSllless an ot e rs. 

In other words, selle rs in the "market [or loyalties" are those parties with 
a message that can be traded for loyal fo llowers and power. Thai 
message can consist of a party platform, ideology, o r na tional idea ls and 
aspirations. It may be as ephemera l as the hope for a beLler future or as 
concrete as the desire for a national homeland. Identity is valuable to 
buyers as it contains both the legacy of their past history and the promise 
of their dreams for th e future (wbether it is for weal th , a better life, or an 
ed ucation). For example, " [r]adio became instrumental [to the state] as a 
forum for explanation , for patriotism, for mobilization, and for 
maintaining morale in the Second World War.""~ The buyers in this 
market are cit izens and the currency in this marke t is loya lty. 

The "buyers" are citizens, subjects, nationals, consumers­
recipients of the packages of in formation, propaganda. 
advertisements, drama, and news propounded by the media. The 
consumer "pays" for one set of identities or another in several ways 
that, together, we call "loyalty" or "citizenship." Paymen t, 
bowever, is not expressed in the ordinary coin of the realm: It 
includes not only compliance with tax obligations, but also 
obedience to laws, read iness to fight in armed services, or even 
continued residence within the coulliry. The buyer also pays with 
his or her own sense of identity. t20 

Although in Professor Pricc's "market for loya lties," it is identi ty that is 
purchased by citizens, he notes that the exchange ra te fo r loyalty (or cost 
to the seller) can be quite high, as in the instance of draft compli ance and 
historical incidents of mass desertion .'ll In such circumstances, the price 

It& Markel for Loya/lies. $IOPfil note Ill. at «i9. This pap<:r will U!!e the broader notion 
advocat~d by Professor Price when referring to "stat es~ and "governmcnls." 

1 19. TELEVISION,J'''i1f11 note 111 , a l 7. 
120. Markel for Loylllti~s. flOWU no te 111. at 669.70 (citing GgOKOE 1'. FLIiTCIiER. LOY AL1'Y: A N 

EssAY ON THIl MORALITY OF RELATIONsmps (1m): Alben O. Hirschman. ExIT, VOICE. AN)) 
LoYALTY (1970); Mark Kelmall. COTl!lllmptiOIi Ti' et)r)" Pr()l/uctlQlI Tileory. o>u1It1~ology ;1I111~ Cmtre 
Theorcm. 52 S. CAL L. REV. 669 (1979)). 

12 1. MQrk~1 for Loyoilies. SlIpra note Ill. at 670. 
Compliance with the draft is nOI ~ perfect sign of II communi ty's loyalty to , ts go"crnmcnt 
because o f II history of exempt ions, defenals, inequities. and, ultimlltely. Ihe end of conscription 
But studies of compliance. desertion. or the burdens of raising an army through means Other than 
conscription suggest that Ihe cost o f loyalty is sometimes quite high. History is $Iudde<:l with caSt!$ 
where mass desenion Iw.J meam the e nd of an empire; whe re 1111 of a sudden. the dUly 10 light for 
a particular ClO Use can no longer be enforced. Id. 
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o f loyalty is measured by the cost of an a lt ernative and its consequences 
(the risk of desertion , th e effect of mass desertion all the state). A 
simple representa tion of the e le ments of the "marke t for. loyalties" may 
be presented as follows: 

Economic Term Market for Lo\'ulties 
Sellers Governments 
Buvers Ci tizens 
Price/Currency Lo~1iV 
Goods Idcnli lv 

Professor Price describes all of the elements of a classic market ­
buyers, sellers, products, currency, exchange and price (as de termined by 
the va lue of the alte rnative)-and equales those elements with the 
consti tuent e lements of the relationsh ip be tween a sovereign and its 
subjects. A more thorough understanding of Professor Price's "market 
for loyalties," however, requires an examination of the dynamics of the 
market 's exchange- the bartering of identity for loya lty. 

C. IdelllilY and the Competition for Loya{ty 

The preoccupation of many au th ori taria n governments with the 
regulation of advertising, particularly Western advertising, illustra tes Ihe 
re lationship of identity and the competition for loyalty. Even the 
adve rtising of commercial goods can th reaten market identity. 

The preoccupation that governments have long had with limiting 
adve rtising messages and excluding competition (rom commercial 
broadcasters suggests that the impact of programming on public 
allegiances yields a substitute for more traditional packages of 
identity. . .. In this sense, marketers of pure nat iona l ident ities, 
and ideologies tbat parade as such, compete with sellers of 
consumer goods who are trying to impress the citizen with another 
identity. Here the question is how a person, certainly one in a 
developed society, decides, at the margin, whether a higher or lower 
percentage of disposable income should go to the state (in taxes), 
say for education or environmen tal protection (to be generous), or, 
instead, for p ersonal goods like food or te levision sets or 
aUlomobiles. m 

Underlying the commercial message of Western culture is a theme that 
threatens the purveyors of national identity-the message of individual 

122. CDlllpar(1/i~e Media Law. SIIpra note III. at 4S2. Quite correctly. Proress[}r Price briefly 
notes lbal the contest for loyalty involves the economic concept of elast icity of demand. 'd. al n.19. 
ElaSlicity is di$cll'lSed in much greater detail below. SCI! infra nOln \39. 153·155 and accompanying 
lex!. 
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choice.m Ult imate ly. states and their constituen t governing powers are 
concerned about the poten li<l\ for rh e marketing of competing ident ities 
to destabilize the existing status quo. 

D. De:itabilizillg Influellces-Competing Groups (Jnd Western 
Commercial Clllltire 

There are two distinct destabilizing influences, perceived or rea l, 
which evoke a reaction from authoritarian states: (1) threa ts to national 
identity (rom ethnic communi ties, religious groups, or sectors of socie ty 
from within the sta te, or wh ich transccud tradit ional national boundaries; 
and (2) Western commercial culture. 

I. Competillg {mernal Groups 

Not a ll competiti ve identities originate abroad or can be 
characterized as " foreign influences." For exam ple, the secu lar 
government of Turkey has been cha ll enged by domestic Islamic groups 
and has responded in both an offensive and defensive mode with Ihe 
media: 

Since the rise of Kemal Ataturk, the Turkish government has 
considered Islamic sects, groups now labeled " fun damen tali sts," a 
threat 10 the secu lar state and has soughl to limit Ihe use of mass 
media by these religious competitors. Turkish Radio and 
Television Authority (TRT) has not only been monopolistic, " it 
[has] a lso essentially [been] the voice of the state, disseminating the 
unitary ideology and culture of Turk ish republicanism and lsicl 
highly susceptible to government intervention."ll. 

Fundamentalist Islamic broadcasts, even if originating within Turkey. a re 
perceived as a threat by Turkey's secular government. 11 is not surpris ing 
that the government of Turkey has maiOlained tight control over its 
media, both to disseminate its own views and to keep its opponents, 
many of whom are of domestic origin, from voicing their own messages. 

123. Professor Price explains: 
We see assertions of national identity in the interstices of commercials, in Iheir depiction of 
Idealized home life. opportunities to travel , oTet'rtain idea of traditional fnmily values. Arguably. 
one message of the sellers of toothpaste Hnd automobiles is the claim Ihat the opportunity to h~ve 
maximum choice to consume is good. 

Comparotiv~ M~dio /..ow.supra note [[ I. at 453. 
124. Morbi lor Loyu/lies. supra note 111. at 673 (quoting Asu Aksoy & Ke\"in Robms. 

GtCI!kondu·Stytt BroodclISting In Turkey: A Con/rontatiOIl a/Cu/lUral Va/lies. [NTEFtJ,l£Dt .... lune-luly 
1993. at 15 and Ell NO ... M, TELEVtS tON tN EliROPE 251 (1991) respectively). "Charged by Statute with 
' promoting the values of the country, unity. republic. public order. harmony. and welfare and 
(strengthening] the principles of Kemal A18turk's reforms: TRT hus been an inSlrument for 
'cohesiveness' ;n an envi ronment in .... hkh Ihere have been deep dimions a\)Out aitentJltive national 
idcntities.M /d. (quoting Aksoy & Robins. supra). 
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2. Effect of Westem Commercial Broadcasting alld Culture 

Competing identities, iden tities other than those supplied by the 
Sta te and the existing power structure, originate not on ly [rom 
ind igenous groups within a particular country, but (rom fore ign sources 
as well. The effect of foreign commercial speech can destabilize , or be 
perceived as destabi lizing, tota litarian and third world governments and 
potentially th e democratic institutions of the primary and secondary 
wo rl d powers. Destabilizat ion resul ts if there is a sudden decrease in 
price (loya lty) exchanged for the identity supplied by Ihe State and 
traditional power holders. In fact , Western advert ising (a form of 
competing identity) has been credited with contributing to the demise of 
communism in Eastern Europe. 

The most avid proponen ts of free market television have, consistent 
with this position, argued that the images of Western socie ty, including 
its advertising, are entitled to some of the credit for the fall of the Berlin 
Wall and the collapse of the Soviet Union. The point here, of course, is 
not the truth of the claims about th e impact of messages, but the 
perception of that impact and th e rhetorical use of it in rendering 
markets more open or closed. m 

The threat of Western broadcasting has been acknowledged by tbe 
Chinese government. In a statement from China's Min ist ry of Radio, 
Film, and Te levision, such broadcasting is expressly recognized as 
detrimental to China's nationa l va lues and sense of ident ity: 

International sa te lli te dissemination conducted by Western 
developed countr ies th rea tens the independence and identity of 
China's nationa l cu lt ure. We should seriously dea l wit h this 
sit uat ion. These [cultural] fa ctors include loving the motherland, 
hard work, advoca ting industry and thrift, ... taking a keen in terest 
in science, attaChi ng importance to culture, ... and slressing mora l 
cou rag;e . The nat iona l spirit conta ins patriotism, collectivism, hard 
work Isic) and bravery, defying bru tal force and daring to fight ... 

125. COII/paraIW/' Media La .... SUflra note Ill , at 453-54 (citing SUBCOMM. ON lNT·LQrERATIQNS. 
1'loUSE OF REI'RESENTA1WIlS. 1020 COl'G .. R EPORT 01' THE PI!.ES IDEN"r'S TASK FORCE ON U.S. 
GOVI;RNMe.'T INTERNATIONAL BROADCASTING (COflun. Print 1992». Ironically. some argue thaI 
the forces of Western broadcasting. including commercia ls . now thrtaten the emerging democracies in 
the former Soviet Stll tes: 

Many of the po1neli~ts werc concerned thnt fining the foreign public space with Wheel of Fortune 
Bnd \\le throbbing and distracting siren songs of MTV might subvert or inhibit the building of 
dem~mti~ pmcticcs . . The job of ~ing a ci li z~n in a transitional society would be tough And 
gruelmg [SICJ, demandmg full allenhon to the structure of government and society. An overly 
zealo us commcrcial eul!uTe. they wo rried, would pre-empt the development of adequatelY 
functi onal poli ti cal culture. -

T ELEVISION. J'Uflra note 111 . al 22 (referring 10 a panel discussion at II oonference o f the American 
Enterprise Institute for Public Policy Research, Tile Nt ... GlobDl POflular CuIMrt: Is ii/tmuialll! Is il 
GOQd I(lr Amerrca? IS;I Good lor 111t~ WurM? (Mar. 10-11. 1992), Washington. D.C. (organized by 
Ben W~nenberg, Senior Fellow». The concern is whetber the diminution of loyalty to traditional 
government authority as II rC5uh of Western media ultimately makes the cstablishment of new 
democratic inslitutio!U more difficult. 
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Precisely because of this, we take seriously the infringement of 
overseas radio and television and the influence they bring which 
hampers the nat ional spirit to expand. l2Ci 

Given the role (whether perceived or actual) of Western commercial 
cullure in destabi lizing the former Soviet Union and 1he former 
communist slates of Eastern Europe, China 's concern cannOl be 
dismissed as mere paranoia, but rather it represents an astute awareness 
of the classic divide between the val ues espoused by the communist stale 
and those portrayed and promulgated by the Western media. l21 

E. Regulation to Preserve Monopoly (or Oligopoly) of Identity 

To protect their market share, and also to reduce the price of loyally 
(or correspondingly to increase the va lue of na tional identity), 
governments, states and the existing power structures attempt to limit 
competition in the market. 

In this market, large-sca le competitors for power, in a shuffle for 
allegiances, use media regulation to organize a cartel among 
themselves, Regulatory arrangements reflect a competition not 
only for goods, but also for minds and sou ls. The State seeks 

126. Zhao Shuifu. Foreigll DQ",jllUllCi: of Chilltse 8rQl1dctJSlmg- lVi/I Hearts alld Millds Folio,.,!. 
IN'TER MEDtA. Apr.·May 1994, al 8·9. qUOled ill Market lor Loyallia. l upra nOle 111. al 676. n.42. 
China does nOt. ho ..... ever. ad\'OCBh) completely isolating itself from Western culture. Rather. 
paternalistic control over foreign influences is ad\'(":~ted in order to "distinguish be twcen good and 
bad." /d. at 9 ("This requires us to analyse [sic] foreign culture and differentiate "'ith a scriOtI~ and 
scientific attitude. and he lp audiences to at>sorb the essence and discard the dr<)SS."). 

117. Not surprisingly, Islumic Iran has also found Western smellite broadcasting to be paniculnrly 
destructive and at odds with its own cultuml values: 

At Ihe moment. the mIIin use Ihat is being made o f satellite.~ by the enemies of nations. e ven non­
Isl~m~c nat~Qns, is bad us.c whic.h casts D. shadow over the national dignity of all natiolls. especially 
Mamlc n?uons. !"ey Wish to Impov.cnsh us and 10 impose the wrong and hollow culture of the 
West . which depnves people of any kind of humanity . _ .. 

[TI1te bulk of the enemy onslaughl againsl us. against our brave nation. is a cultural 
onslaught ... . [BJtocause ~Ile bulk of the enemy's onslaught 1$ being oonducted by audio-visual 
means. ,hose same sa tellt te channels - the best antidote to which i5 Ihe good and attract ive 
programmes which the Voice ofVi$iQli flmnian state TV] should broadcast. _ . . 

MUJlis Olficial Co"'m~ms (III 8111 &mll(II8 Use of Sal~fIil~ Prosrammr Rtc~lI'en. BBC SUMMARY OF 
WORLD BROADCASTS. Dec. W. 1994. LEXIS. NeWli Library, BBCMIR File (excerptillg weekly radio 
programme. t:lltilled "The Nmions House:' on December 18. 1994 and broadcast on the Voice of 
Islamic Republic of Iran). 
Sa t~lti te tmnsmission, broadcasting the prC)grammes of foreign lekvision networks, is nOI 
destgned to increase lIle scientific knowledge of nations. Rather it has been developed to mislead 
youth .... They sell obscene films either at II very low price or gi ve it to you free of charge. 
wbereas the scicntific. fillT\5 arc so expensive that one call1\Ot afford to buy them. They [thc West] 
do not transfer thc,r knowledge. They do not transfer their experience of modernizing 
lechnology. Wh~tthey transfer is ",hal drags families into eorruption. 

Emall/'-KtI!lhQ1li: West/mere.rl In rramler NO! 0/ TtehlloIOJJ)' 8m 01 Corruprion. BBC SUMMARY OF 
WORU? BROADCASTS, Sept. 19. 1m, LEXIS. News Library, BBCMIR File ciled ill Marlw lor 
Loyuliles. supra note 111. al 676 n.41 (excerpting II prayer sc rl\lQn deliYered by Ayatollah Mohammad 
Emami-Kashani on September 16, 199<1 al Tehran University and bmadcast on !be Voice or Islamic 
Republic of Iran). In light of Ihe Iragic evenls of September 11 , the threal Muslim states fear from 
Wt$tern medi~ should be taken seriously. 
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suf(icient marke t power over loya lties to assure its continued 
existence.12$ 

During the beginning and througho ut the late twentieth century, 
sta tes restricted competition through seve ral means ot her than direct 
censorship: (1) suppression of broadcasls (rom outside their borders,12!I 
(2) retention of a national monopoly on broadcasting, as in Great Bri tain 
and other Eastern and Western Eurogean counlrie-s,U) (3) limitations on 
the distribution o f radio frequencies,' I and (4) licensing of broadcasters 
wit h required renewals which could be objected. Not all of the mea ns of 
media regulation a re direct and obvious. Consider the fourth st rategy 
with respect to broadcast licensing in the United Sta tes: 

Whi le the Commun ica tions Act of 1934 prohibits the FCC [rom 
engagi ng in censorship, the very process of licensing radio and 
television stmions acts as a major constraint on the compet ition for 
loya lties. Compet ition for federal licenses and the requirem en t of a 
renewal (every three years in te levision 's "golden age") inevitab ly 
affects the range of views exp ressed. While that range has been 

12S. Tr;LEVISION.s"pra note I 11.:lt 60. 
129. For example. 
[i]n 1925 an "unaulhorized" radio service, using the Eiffel Tower in Paris H~ its transmission 
poinl. broad~ast an Englisll·language prugramme direetto the Unil~d Kingdom. with advertising 
from a l..cndon departn~nt-st ore chBin. hoping to build at British audience. Imme diate ly , British 
government and broadcasting inlcrcslS sought to limit the competition. By the early 1930s therc 
was a vigorous busines9 in English-language broadcasting. supported by BritiJih advertisers, 
emanating from Fral1 te and directed at British listel1crs. To protee! the national broadcasting 
monopoly (and the arrangements wilh newspaper industry Ihat were in~·olved). it bolcame 
government policy to suppress foreign comn~rcial broadcasting in English. 

{d. 317. 

130. "In 1923 the Syhs Commillee. established by the British government. stilled that 'oonlrol of 
such a polential poWllr over public opinion and the life of the nation ought to rentain with th¢ Stale." 
(d. at 6 (eiting UNITED Ktf'lGOOM Co~tMITn::E OF INOUI RY, SYKES CO~MtTTEE. StXTH REPORT 
(1923». Henee-. Ihe Dri tish gO~'crnmelll retained monopoly control over broadcasting thlough the 
BBC. ~ Jn Wcstern Europe. the extent of competition for national identities within broadcasting has 
been finely calibrated. and, until the mid·t97Os. was limited prim~rily 10 entities cont rolled by the 
goverll~nl or closely r~la t cd to it: ' TeLEVIStON. Slipm llote Ill. al 67. With respeci to Eastern 
Europe. 

!t1hese bonds !the dose relatiollship of the Sla te and broadcasting] wcre slrong in the Soviet 
Union and in pos t·war Central and Eastern Europe. where the Siale and broadcasting wert the 
Slime. or. much to the SlIme effect. were both under the control of the Communisl Party. Radio, 
and then televi,ion. were direct. ullcqui\'ocnl instrument!; of state policy in tOialitnrian and 
authoritarian regimeS-'engineers of the soul'. 10 adapt a phrase used by Slalin with re~pt:et to 
the function of ariS. Control of these tools of ma$.~ infomlillion and persuasion was central to th~ 
idea of a eomlllanding stnte. Not ('Jnly was br('JadCltlting an instrument of the staLe. but the 
governmcllt l1l~di o hlld ~xcl usive u~e of the oirWllves. 

{d. ~ t 8. 
13J. The Ulli ted Siuies uses allocation of rreq uende~ to creMe SClIrcity. "Much of American 

regulation of brondcasting has restcd Oil SClIrci ty grounds. Commentators h9ve derided this rationa le 
because of the mnnufrIClured nalure of the shortage." Murk .. , for Loyallies, SIIf!rII nott I I I. "t 688. 
n.96 (Cilntion~ omil1l:d). South Africa has used lhis third slrateg)': 

The euiest and most obvious barrier 10 cnlry is II Iimitatioll on the number of television ehanncls 
a"ailable for publi~ vie,,·ing. A dramatic example of cultural protectionism achiel'ed through a 
maintained scarcity occurred in ap&rtheld [sk1 South Africa. ",here the government b<mned 
tClevisiOll until 1976. The National l'~rty felt that American and British programming "'ould 
threaten the AfrikaalL~ langullge and undermine the ~multinationalism~ ofits Bantustan system. 

Id .. 3t 696, n.I~. 
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quite wide, and renewal of li censes is typically automalic. the 
possibility that a valuable asset could be losl is an effective 

f f . '" a rgument or con ormlty. 
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The tools of media regulation are diverse and sometimes even SUbtle, as 
the ir operations are designed to effect a chi lling of behavior in response 
to a pe rceived risk. In spite of thei r subtlety, they are potent. 

F. Reflecting Ihe EXisting Power Structllre 

Regula tion of media to protect na tional identity is not necessari ly 
limited to a policy designed to project a single identity. Even highly+ 
developed democra tic states with plura listic systems act in such a way as 
to protect the existing status quo. 

Rather than having a single state broadcaster, the Dutch long ago 
established a complex mechanism that gave each segment of socie ty 
an unencumbered opportunity to broadcast to its own community, 
first on rad io, the n on tele vision. Groups competed for broadcast 
time, with awards linked to the numbe r of members or adhere nts 
each gro up co uld claim .... As a res ult , Dutcb society remained 
plurali stic, wit h each group spea king to its own members and nOl 
proselytizing ot hers. tll 

In spite of the plura li stic nature of Dutch media a nd broadcasting, it s 
power str ucture sought to restrict new entrants, viewing them as threa ts 
to the accepted messages of Dutch iden tity.'.l-I Professor Price describes 
similar systems in Italy, I~ Germa nyl'" and Belgium.iJ7 

Not o Dlr does media regulation re nect' the existing power structure, 
Pro(e~or. Pnce proposes tha t media regulations only change wbe n: "( I) 
the eXlstmg set of broadcasting laws is inadequate to pe rform the 
ca rtelization [unction; or (2) the 'na tional identity' has changed or is 

132. Jd, al 688. 

133. /d. al 678. Wlule some may argue Ihat IMny democracies described bv Professor Price such 
as. in thc. Netherlands, do not. in f~cl. mHin~aill monopoly cont rol of broadeasti~g. thcy do Junction as 
ohgopohes or HtlclI5t aClto make 1\ more dllficult for n~w identities to ~mer the markel. 

IJ4: Ha Y.ing liYed I~ the Nctherlands and Belgium. the aUlh",r is (l<'rsonally acquainted with Radio 
VerOnica, wh!ch began liS operations as H "pirate"' rlldio station on a ship off of {he Dutch const with 
the phenomenon of pirate radio in the Netherlnnd~ lind BClgium. Set gc"cmlly Nicck Ammerlaan, 
C(lI~IPIlIlY 111m Gilve U.i Rat/io Luxembourg sail Ro(;kmg at 65. Sco"p';MAN. Apr. 5. J9%. at 27. 
(lI'flllablt at lEXlS. Ne».'S Librnry, All News Group File. and Radio Veronica. 11/ 

hl!p:llwww.guerns~y.netJ-hcbridellveroniea.html (on file with the University of Illinois Journal of L;JW 

Technolog}' & Policy). Profe.~ror Price comments on pirate radio: 
I ndud~ tJ groups [i.e .. I~ose :hOt hnd ~cce.~s to bro~dcaSljng medium] sough I ro prOlCct ~g3instlhe 
eXlenSI?n ('Jf broadcaslmg nghlS. to grOl1p~ promoting alternative identities. recngnizing thnt any 
expansIon of th" zone of n ~rTmIlYeS would ~hnllenge their ability to maintRin Ihe lo}'alty of their 
memoo!". As elsewhere '" ~urope , .so-called "pirates~ 311cmpled to compete QUlside tht! 
COllSiramlS of the legally sal1~uoned ollgopoly by brOlldcasting r~dio signals from internalional 
Wllters. 

Morket for Loyollies. $lIl'ra note II I. a l 678. 
135. Mo,kcl fOF J.o),o/lil"S, .~llpr(/ nOle Ill, Ht 671 . 
136. /d. -The !Germanl statutory ideal is for broadcasting 10 mirror society's composi lion. but the 

consequen~ has be<:n ~ rough pareeling OUI of licenses anlOng dominant political panics." /d. 
137. Id. al 680. 
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changing and legislation is necessary to legitimate tbe new players and , in 
turn to protect them against unregulated challenge.',ulI This represents 
one 'of the logically derivable condusions of the "market for loyalties" 
theory - media regulation is only altered when (1) prior regulation is 
inadequate to protect the existing power car tel or (2) a shift in the 
balance of power occurs. 

111 . A I'PLICATION OFTHE ECONOMIC M OD EL TO EXPLA IN 

R EGULATION OF THE L'lTERNET 

H aving explained Professor Price's "market for loyalties" theory, 
and ha ving considered the issue of whether tbe Internet can indeed be 
regulat ed, this paper will now go beyond Professor Price's application of 
the theory and consider what happens wh en a monopoly loses conlrol of 
the marke t. In applying the "market for loyalties" theory to the 
problem, thi s paper will apply an economic analysis, including ec~n~mic 
concepts of elasticity and substitutes, to make some general prediction s. 
Spedficall y, this paper wi ll compare the efficie~cy of two. differe ~1 
marke ts (for loya lti es) and consider the role elast"lclly pla6s In each III 
determining the potential disruption caused by the Internet. 39 

A. COIIseqllellces If Government Is Unable to Regulate A ccording (0 
Economic Model 

I. General Predictiotls 

Generally, Professor Price's "market for loyalties" theory predicts 
that govern ments, and the ir constituent power bases, will attempt . to 
establish monopoly positions wherever possible in cont rol ling 
in (ornla tion now over the In ternet, and tha t upon failing to do so, the 
impact of competition will ei the r fo rce tJl em to compete more effective ly 

13& Camp/ifill;"/!' Me//i'j l..nw. supra noto 111. at 446. 
139. Price focuses on bro~dcastins rather than on the Internet when ~pplying his "market for 

Il.lyalties" th~ory. He does mention the Imcrnet in several of his articles not all ofwh;~h deal with the 
"market for loya lt ies" thcory. Sri! COIII{, " rmivr Mtdill lAw. s" f"" note 111. at 463 (bnef trefl!mem of 
Internet in conclusion): Mo nroe E. Pricc, Th~ Newltcs.~ of New 'l'echltofogy. 22 ~A.~OOz.o L. REV; 1!$!!5 
(2001) (focus is on In to:lrnet. but the si ngle refcrcnce to "market fQr loyaltIes theory peruuns to 
technology in general): Monroe E. Pricc, fnjomlOliOIt Imen't ll/ioll: Bo~m" . th/! Dayron Acelml.r. mul 
Ihe Sci~ure of iJrant/eIlJti,,/{ Tr/llJ)'l/liller$. 33 CORNEU" I1'IT'L L.J . 67, 1(]6·08 (2000) (refers to IDlcrnet 
within the contc~t of regu lating brOlldtasting and other media as a wbole. but makes no reference to 
the "market for loyalties" theory); T I' LIlVtStON. Sl'pra note Ill. at 227 (relating the slatement "the 
aUlhurily society to intervene ... dedine~ with the lailOTing of information" to the Internet. but does 
not Applying the "market ror 10yalties"lheory). 

f>rofCSllor Price also briefly ~ck.nowledgt'5 the importBnce of e la$ticity in two o f his articl~. Ste 
Comparolive Mrdia LDw. supra nOle Ill. At 465 n.19 and Market/or Loyoln·u.3"pro note Ill. at 705 
n.37. 
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(or loya lty or receive less of it in exchange for identity. uo Th is is simply 
an exercise in applying the supply and demand curves used in traditional 
economics-as tbe supply of identity (from competing factions and 
enterprises with the government) increases, its price will fall , assuming 
Ihat demand does not increase. 

For example, in Figure 1,tU suppose the supply of identity is 
restricted by a government"imposed monopoly to 5.75 units a l point Q", 
(this point is determined by the intersection of a monopolist 's ';Marginal 
Cost" and "Marginal Revenue" curves, which is at point cyu and that the 
corresponding price that ('he government charges, in terms of loyalty, is 
about 17.5 loyalty units (point p,.yo This price al P," is determined by 
the intersect jon of a vertica l li ne from Q", and the demand curve (which 
applies regardless of wheth er there is a monopoly or competitive 
market). Upon removal of the monopoly concern, eq uilibrium and 
market efficiency is achi eved in this example at seven units of iden ti ty 
and about 16 units of loyalty (point b). Essen ti ally. monopolists 
"underproduce" and overcharge, 

The shaded region bounded by points n, b, and c in Figure 114
• 

represents th e inefficiency in th e market - both the underproduction of 
identity and the artificial inflation of its price, More importantly, the 
vertical distance be tween (l and b (or Pm - Po) represenls the instability 
(from the decline in loyalty) resulting (rom a government or state's loss 
of monopoly cont ro l over information flow (i.e., loss of control over the 
supply of identity in the market place). Correspondingly, the horizontal 

140. For instance. II decli ne ill loyalty may re$ult in Ihe inability of a government to raise armies. 
laxes. and gencrally impose s:w:rifice~ on its ci ti~elUi. Governments may compete more vigorously for 
loyalty by propaganda or ~d"ertising campaigns-for example. roadway and public work.<; signs that 
say, "paid for by your tax dollars." II may cI'en be argued thaI recent trends to re-cngineer 
go,'ernmenl (such as former Vice President Al Gore's National Partnership for Reinventing 
Governmenl ) reOect the need of government 10 compete for loyalty. Ser Reim'errliOfl Principles. Of 

hllp:llgovinfoJibrary.unteduinprlJibra ryfpaperslbkgrdf princip.html (laSI modified Sep. 22. 1998) (~We 
will: Injec:t oompet;tion inlO everything we dol:l [slea reh for market. not adminis trative solutionsl:) 
!m)easure our successes by customer $lllisraction[ .I"). See a/so Exec. Order No. 12862.58 Fed. Reg. 
48.257 (Sepl . II . 1993). 

PUll ing people firs t means ensuring that the Federal Government provides the highest quality 
service possible 10 the American people. Publk officinls must embark upon a re~olul ion within 
the Fed., ral GOvernment 10 change Lh e way it does business. This will require continua! refo rm of 
the executive: branch'S managemen t practice aud operations to provide service to the publie Ihat 
mOlc/'es or uc£ed$lhe but service IlI'oi/I,ble ill Ihe p,,'v(l//! se"or. 

Id (emphasis Added). The e mphasis clearly a ppear.,; to be on competing with or "m~lch ing" the level 
of ~rvicc in the privAte~ector. 

141. See Appendix. 
142. See RICHARD B. MCKENZtE & GO RDON TULLOCK. MODERN POLITICAL ECONOMY: AN 

[NTRQDUC n ONTO ECONOMICS 171 ( 1978). 
143. For monopolies. supply curves Dnd margina l cost curves are ideu tie.1 L See: id. at 174 (" When 

this s upply -and demand model ;s convert ed 10 represent a monopolist as opposed to a number of 
compelitors. the industry supply curve becomes the monopolist's marginal cost curve and the 
indus try 's demand curve be(:omes the dern,1nd fae ing Ihe sole producer.") . The rationale is tha i a 
IIIQnopoly supplier ",ill sotlhe Ic~cl of production at the inte rsection of its marginal COSt and marginal 
revenue. Conseque ntly. a monopolist's supply eurve also hns to run through th is point and end~ up 
exaclly follOl'ing Ihe monopolist's marginal cost eurve. 

144. See Appendix. 
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distance between a and b (or Q", - Q.) represents the degree of choice 
that an individual has to select among competing identities in a society. 

The implication of governmen ts, and their power constituents, not 
being able to create an artificially high monopoly price fo r identity could 
be significant. The price of identity (as measured in loyalty) lhal the 
state needs from its subjects to exact military service, voluntary payment 
of taxes (as is the case in most democracies), and in some instances, 
continued residence in the count ry/4~ can be quite high. Of course, the 
alternative for the sta le is to compete by producing evermore valuable 
forms of identi ty (i.e. , sold at a greater unit price or by legitima tely 
captu ring a larger share of the iden tity market from its competitors).' <06 A 
st ra tegy of increasing the sta te's market share of identit y (without 
fundamentally changing or introducing new kinds of identi ty as products) 
will not shift the demand curve or increase price, in terms of loya lty, nor 
will it make the state more profitable (since the state would have to 
expand it s producti on to where marginal cost exceeds the marginal 

) '" revenue. 
Having addressed the general consequences of Professor Price's 

"mark et for loya lties" theory and having considered the implications of 
regulating the Internet, th is article will now examine some specific cases. 

2. Predictions for Singapore's Efforts 

Gi ven the difficulty in regu lating the Internet, and the gene ral 
implications of the failure to limi t compet ition (as per the " market fo r 
loyah ies" model). what predictions migh t be made about Singapore's 
e ITon s to regu late the Internet? Generally. loyalty falls with increased 
compet it ion for identity, but how much, and would such a drop have a 
signi ficant effec t? 

Professor Price's theory te lls us that if Singapore is successful it will 
be able to exact a higher price in the exchange of loyalt y for iden tity. 
ll1ere is a cost to mainta in ing a monopolistic hold on the flow o f 
information: the economic. educational, and scientific a.dvan tages of Ihe 
Internet may not be fully realized. As illustrated in the case where 
Germany successfu ll y coe rced one of its ISPs (T-Online) to ban access to 

145. For ins!tmce. the Fcdcralcd Stales of Micronesia has been losing signi fican t population 10 
hig.he r p~)'ing jobs und S I~nlJ Ard5 of living in other countries. AboUi 19% of its cililcns live abroad. 
S~e Gmend IlIfOfmlJliQ" (m the Feu('rau:iI Sllllb' of Micronesia: People. 11/ 

http://www.fsmgov.orl!linfolpeop le. html(l ~s t modified Mar. 1.2002) (copy on file with Ihe aUlhor). lIS 
net migra tion rate is more Ihnn 43% of its birth rate. Compare CENT. Irn1;lL10ENCE AGENCY, 
WORLD FACfSOOK 1m. 8.1 324 (199lJ) .... illi TH E STATESMAN'S YEARBOOK: Til E 1'0LrncS. 
CULTURES AND ecoNOM IES 01' Tilb WORLD, supra nOle 22. aI 1129 (11.65 nel migriltion Tale divided 
by 27.00 birth rate). 

146. See Rdnvtwioll Prim:lples,SUfJfl/ note 140. 
147. S~ Figure I HI Appendix. 13.1' capturing inn~ased market sha re. with nothing more. the state 

moves production from Om to 01::. but by SO doing. it ventures along its marginal COS I curve to points 
where marginal (OSt exceeds marginal revenue (for e.umple. poim c to point b in fig. t). 
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certain neo-Nazi sites, the consequence was that more than one tho usand 
unobjectionable sites were also banned because of the inability to 
selectively filler sites.lolS The reaction of the lnternet community (by 
setting up mirror sites at un iversi ties) !~~ compounds the problem because 
banning these add itional sites will inevitably lead to the inability to 
access useful economic and scientific info rmation on sites hosted by 
university servers. As Genera l MacA rthur is said to have protested 
duriog the Korean war, it is im possible to bomb "half of a bridge"- it 's 
the whole bridge or noth ing. '50 

In the end, Singapore's efforts to impose liabili ty 0 0 ISPs under a 
"best endeavors" standard may prove to be a fair ly ineffeclive sieve. 
Blocked sites, which cannot be blocked wit h an y surgical precision, are 
commonly "mirrored" at university sit es,'-'! access to which is vital to 
Singapore's con tinued growth.m "Best endeavors" may qu ickly be 
reduced to a "one-time" blockin g rule and lead to the distribution of 
screening software to Int ernet users- not a great hurdle to the [low of 
information over the Interne!. 

Assuming that Singapore is unable to regulate the flow of 
information via the Interne.! , what are the consequences? According to 
Professor Price's model, the price of identity as paid in loyalty will have 
to drop. Singapore is the 13th largest tradi ng country in the world , has 
an unemployment rate of aboul 3.5%, and receives no aid from the 
United States.

tSl 
Polit ica l loyalty is more easi ly purchased by the 

incumbent regin1e in a strong economy. Singapore's government already 
competes for identity as a result of commercial adven ising. tS4 In essence, 

148. See Delacourt. s" pra note 5. al 213:ste aUQWprll tex t accompanying note.\ L 
149. See De laoourt.sllpra note S. at 214;s<'C IIlso slipra lext accompanying nNe 43. 
ISO. MacAnhur's alleged statcment , or II form of .t. mlty MVC been made (perhaps at Iirst) by an 

unidentified Air For<:e gunner. "MacArthur was authoru:cd to bomb only thc ' Korean l'nd' (If the 
bridges Oeading an Air Force Wllg [wireless air gunner] to craCK; ' how do you bomb one end of a 
bri tlge1')~ Ct.A y BtA IR, JR .. MA.CARTIIOR 321 (1977). St'c also JAM ES F. SCHNABEL. UNITED STATIlS 
ARMY t/ll TIiE KOHF..A/II WAR: PoI.ICY AN D DIRECTlO/ll; Pl RST YEAR 241 (1':192). III 

hltp:lfw>.O.w.army.millcmh_pgfboohlpd_e_l3.hun llast modified Aug. 13. 1996) (citing USAF lim. 
Study No. 72. United Stilles Air Force Operations in the Korean COnnict. I November 1950-30 June 
1952. cit. I . p. 22.). ROY E. API'U!MAIIi. U~rrl\D STA110S ARMY JNTIIE KOR£AN WAR: Soum TO TH E 
NAKTONO. NO~T1! TO TIll' YALU 716 (t992). III hup;l/www.army.miV~mh-pg/book sfkore312O-2_ 
IIsn35.htm (last modified Jul. 11. 1997) (c iting MSG. JCS 95949. JCS tn C1NCFE. 6 Nov. 50). 

Ironically. MacArthur's forc~s (Nnvy "Skymider" bombers) did manage to bomb ju~t "half o f 8 
bridge." even limiting their bombing to the Kon::nn side. See Nnvnl HiStorical Center. Carrier Air 
Sm·ke.f/5 Stpl. ·25 NtW. 19S0. photo nilS. SU·G-42I!172 lind I)O.G-4221 12. and accompunying text. 1/1 

hltp:'lwww.hist()ry.n3vy,millphotoslevcnts/kowilrI50_utlof/on _2~.htm (last modified Dec. 19, 1m). 
The author's point remains, none theless. It is just as impTftctiCI.1 to cross a bridge thaI has one end 
destroy~d as one th:l1 has been deSltoyed M both e tld~. With reference to the Internet. you cannot 
se lectively deny access. 

151 For examples of the use of mirror SItes to cirCUlllvcnt cemorship. su .<lIpra no tC- 6. 
152. See supru n()te.s 88-91 and Ilccomp;lttying te~t. 
153. Bureau of East Asian and Pacific Affnirs. U.S. Departlllcnt of Slate. HlJckgrl)lInd NQlu: 

Siugllp(1re, Aug".II 1999. 11/ hup:l"''WW.Sta hl.gov/WwwIt>8ck,ground_not~sls in.!lapore_0899_hgn .html 
(last modified Aug. II . 1m). 

154, Set s"pm text accompanying nOle 126. 
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Singapore may have a fair ly horizontal (or "elastic") dema nd curve for 
the identity it exchanges (or loyalty!S5 

In other words, increased competition for identity may not resu lt in 
significant reduct ion in the amou nl of loyalty which Singapore's citizens 
are willing to pay in exchange. Suppose thai as a result of widespread 
Internet access in Singapore, the existing power structure loses much of 
its ability to control the flow of information, and consequently, there is 
an influx of competing identities (i.e., political and socia l agendas at odds 
wit h tbe va lues oWciaUy espoused by the existing governmen t of 
Singapore) . In Figure 2/S6 movement from point a (in which the slate has 
established monopoly co.n trel over identity, thus keepi.ng the price 
arti(iciaUy high) to. peint b (or equilibrium as a result ef the Internet's 
introduct ion of cempeting identities into th e market fo r leyalty) dees not 
have a dramatic destabilizing effect. The vertical distance (representing 
the drop in price in terms of loyahy) between p .. and p~ is minuscule. 
The shaded area representing the inefficiency in the market is also 
relatively small. In addition , note that the declining slope ef the marginal 
revenue curve (t he intersection e f th e marginal revenue and margi nal 
cost curves at peint c determines Ihe level of productie n along the 
demand curve or point a) is purely a function of the demand curve. !S1 
Consequently, it is net rea lly an additiena l, independent variable 
affecting the degree of instability (or drop in the price, in tenns of 
loyalty) caused by the shift to equilibrium. Assuming a horizontal 
dema nd curve, the effects of free infermation flow will not have any 
significant destabilizing eHects . 

The major facte r in determinin g elast icity is the presence of 
substitutes.!521 The argument, in economic te rms, is that Singapere 
already has an abundance of substitute identities (beyond those supplied 
by its governmen t) as a resull of Singa~re's long embrace o.f free 
markets and Weste rn commercia l culture. ~ Another a rgument is that 
Singapore's citizens, as a result or their superior economic status, a re able 
to expend more e n competing identiti es and, conseq uently, are not 
required to cut back e ll expenditu res of loya lty in favo.r o.f the 
go.vernment. In essence, il is not simply an "either-o.r" propo.sitio.n as 
characterized in a static "pie cha rt" eco.no.my, bUI an issue o.f dyna mic 
economies in which the amount o.f reso.urces which cit izens have to' spend 

155. In eCOIlQmics, the. pitch o f II demand curve is referred to as its '· elasticity.- The more 
liorizontallhc curve. the more the demand is said to be clastic. Su MODERN PoLmCAL EcoNOMY. 
supra note 142. al 41. fig. 3.3. 

156. SUAppcndix. 
157. Su id. al 172. In fOCI. the marginal revenue curve always fftlls 01 t .... ice the ra!e of the 

demand curve. 
158. 'd. 81 43. 
159. For H discus.~ion of hoW commercilll en terprises provide competing idcmi!ies. sa ~·"I'm text 

necomp~nyingnotcs 122· 127. 
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is inconstant and capable o.f significant growth.!"'" Hence, tbe conclusion 
that Singapore will net be signi rican tly affected by free in fonnation flow 
is compatible with eco.no.mic concepts such as "elasticity" and 
"substitutes," which justify {he use of a re latively horizontal dema nd 
curve. 

3. Predictions for China's Effo rts 

China 's effo.rts to. regula te the Internet, in comparison to. 
h ',01 Th ' kf Singapore's exertions, are mo re com pre enslve. e flS 0 

destabilizatien likewise is grea te r. China 's strategy for cont ro lling 
information now has been two-fold: (1) " limiting access to a managea ble 
number of users" such as professionals. and (2) tI1e creation of a "secure 
network in which Ch inese users will have unlimited access to. each 
e ther," but behind a softwa re firewalJ which blocked objectio.nable 
materia l from the o utside world .flll These strategies have been criticized 
(or reasons similar to. these re lating to Singapore's effo.rts-the difficu lty 
in surgically blocking so.me sites while still being able to access 
ec~non~i~a llr6.J and scientifically valuable si tes, such as these found at 
UOlverSltles. 

Assuming tha t China is unable to. regulate info.rmation flew ever the 
Internet. what are the consequences? China 's econo.my, altho.ugh rapidly 
growing. is ne t as streng (in pro.po.rtio.n to. its size) as that o.f Singapo.re. 
It bas an es timated urban unemplo.yment rate o.f roughly ten percent, 
external debt of $162 billion , and exports o.f $232 biHion '6< (co.mpared to 
tiny Singapore's $137 billion in cxports),lM and Gross Do.mestic Product 
("GDP") per capita of $3,60(Y66 (co.mpared to Singapore 's per capita 
GOP o.f S26.500).tb7 Thus, China is not in as secure a po.sition as 
Singapore. H China wants to. co.mpete with the identit ies o.ffe red by 
Western commercial culture like Singapore, whose advertising and media 
reflect a much higher per capita GOP,t6ll it may find that the price o.f 
identity drops significantly. In essence, China's demand curve fer 
identity may be inelastic, and as a result, the price of lo.yalty may faU 
precipitously with increased competition. l611 

160. Su in/Til nOle 178 (discussing array of fa clors affecting elasticity including aggregate income 
and marginal con~umers). 

16t. In spi te or China's rigorous effort to regula te the Net, ther¢. is evidence of profound impact 
of the Imerne! in China. S~" s"pra note 11 0 Hnd accompanying text . 

162. Delacourt.sllpra nolc 5. at 217-18. Sec 111;0 KALATH!L& BOAS. SlIpro nOle 69. 
163. Su Slipra notes 22. 148· 149 and nccompanying lex!. 
164. S .. ", CENT. Il'ITEWGENCE AGENCY. C tAWORLD FAcrBOOK 2001 106 (2001) (hereiRllfler 

CIA WORI.DFACTBOOK). 
165. Id. at 453. 
166. {d. at lOS. 
167. fd.1\1453. 
168. See. c.g .• J"pra note 126 and accompanying text. 
169. For 6 dis..;ussiOIl Qf elas!icity.su $/If"" nOles 155-157 and aeoom[lal1ying lext. 
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T he potential risk of destabilization as a result of the Interne t (and 
the introduction ofcompcting identities) is significant ly greater in China 
than in Singapore. Ln Figure 3.1711 the relative inefficiency (a nd potential 
fo r destabiJjzat ion) in the "market fo r loyalties'- (When compa red to 
Singapore in Figure 2111) is indicated by the shaded area bounded by a, b, 
and c. Movement [rom point (/ (which is artificial ly maintained by 
monopoly) to point b (equi li brium) , even though only representing a 1.5-
unit increase in ident ity (Ihe d istance from Q,,, to QJ. prod uces significant 
discord (a (our-unit decrease) as a resu lt of the reduction in the price of 
loyalty (or the distance (rom P", to PJ Note if the dema nd curve fo r 
C hi na is steeper than for Singapore, as has been argued above. the n the 
margi nal revenue curve. wh ich is solely derived from the demand, will 
a lso become much sleeper. In Because the margina l reven ue curve shifts 
wi th the demand cu rve. it is not an independent variable in accounting 
for the degree o r instabilit y caused by increased competition among 
suppliers of identity. 

Destabilization of a country of 1.2 billion people natu rally shou ld 
give us pa use,lT.l particularly in ligh t of the tumult uous history in Russia 
and the fonner Soviet states si nce the era of Glasnost. It may be that 
China needs incremental exposure to Wes tern culture before il is ready 
fo r unrestricted access to the Internet and Western cult ure. On the ot her 
hand. it may be impossible to restrict access to information over the 
In ternet. T his would lead to the unavoidable conseq uence that China 
may have to compete mo re aggressively (or the loya lly of ils citizens, who 
may become increasingly enamored with Western culture. Such a cycle 
would necessitate yet further reform. The fai lure to compete effectively 
will ult imately resull in (l shift of power and political destabilization . 

4. Exrrapolarillg from Elasricity - Additional TI1eori zillg 

The hidden premise presented in Ihe Singapore and Chi na examples 
above is tha t inelasticity, or a sudden drama tic drop in loya lty as a result 
of an increased supply of iden tity. equa tes to pol itical instability since the 
state must work harde r to win loyalty or risk losing its market sha re, th us 
ending up in a weaker position. Given that the principal factor in 
determini ng e lasticity is the presence of subslitules,17~ it may be 
extrapolated that the political instability resulting from an increased 
supply of ident ity (a nd shift in price) is in versely relaled to the prior 

170. Sl'e Appendix. 
171. IJ. 
172. Su supro note 156 and accompanying te~1. 
173. CIA WORUl FAcrnOOK.Sup"'" note 164. 
174. Su supr(l notes 155·157 and aceornpanying 1eJ!1. 
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penetration of competing sources of iden ti~ (or substitutes) in the 
market. This may be expressed as a fu nction: t

? 

i= f(; ) 
where " j" is th e insta bility, " k" re presents the leve l of new competing 
identities be ing introduced, and " p" is the penet ration of previously 
compe ting ide ntjties, or substitu tes, in lO the markel. '76 Eventually, in a 
slate tha t opens itself to compet ing identities, if "p" were to approach 
infinity, the level of d istu rba nce will grow infinitesima lly sma Uin (at least 
with respect to the insta bil ity caused sole ly by the introduct ion of new 
"d "") 'n I enll1les : 

115. l ne relationship is ~Kprfssed as a funclion Ix-cause it IS incomplete. For inSl8nce. the 
authOr'S arguments about the economic viability of Singupore nnd China. in comp~rison to ench olhtr. 
h8ve no! been laken in to Ilccount in the formu la. Sce supra nOtes 153·155 and 164-167. and 
accompanying text. Perhaps economic viability is indirectly accounted ror by the factoring in of 
substitutes or "p:' II can be argued that heallhler economics are more open and lire amenable to the 
presence of sUbshtUte or competing idcnlities. HO"''l!ver, much morc information and study is needed 
to establish such a relationship. 

In addi tion. no accounting is IlUldc for the impacI of marginal revenue liS a separate VlIriabie. whidl 
is used to dete rmine where II monopoly will set its level of prodllCtion on its demand curve. This is 
beca~ marginal re"enue is di rectly derived from the demand curve and is nOI an independent 
variable. See mpro note 156 and accompnn}ing tfxt. 

176. For purposes of simplicity, lhis paper will nOI consider factol'll sueh as disparate ~margin"1 
utili ty of equivalent qU3 n lit~ substitute goods:' Marco Flanno. rhr f.lrlSfldly of Demllnd of Subsfl'tute 
Goods. 3 ITAI.JA~ ECON. PAPERS 99. 101 (1998) [hereinafter ElQJticil)'1 or "adullerated substitulcs." 111 
""hich Ihe CQllsumer has an incomplete knowlcdge of the characler of the g~. Carl L Alsberg. 
Economic ASpl!i:l,~ of Adultemtion alUl !milariOIl. 46 Q. J . ECON. I (\ 11.11), 

177. The orgument tha i elast iciTy or stabi lilY increases with additional SUbSlillltC!I wm; 
demonstra ted in economic litemTure in 1926 by the lIulin" cconomi~t Marco Panno. The findings lire 
pr~~ented with detailed mathematical analysis. Marco Fanno. C(llIIriblllO AI/a Teorill £conOIllIC(1 dei 
8~ni Sur;cdllnei. 2 ANNALI 0 1 ECONOMIA 331 (1925-26). Although the author w:r.s unable to find pn 
El1g1ish translat ion of this important work. a shorter version was originally published in German. 
Marco Fanno. DI~ £/osl;~ital der NachfTIII,'f! lUll;}, Enmzgiiltm. ZltrTSCltIIT FOR 
NATIONA\.OKONOMIB. 1939. at 51·74. An English ve rsion of Fanno's translalion of this article exists. 
See Eloslicity.suprD nOte 169. Fanno's condusions after rigorous Iheoretical analysis are stated: 

!he condusio? given above .del'll to the instan« of two goods only. But il also applies 10 thc 
IllSbnce m whIch a good may l18ve more than one substitute. that is for the inslilnce of more than 
two good:;;. In this case the aelion of earh of tkem accrues ",ilh the others and the clastldty of 
delnand fOf each of them is, other conditions being ~qual. all the greater the num~r of its 
substitutes. 

Id. at 115. The importance of Fallno's COntribution has been recognized in AmeriClln economic 
literature. Alsberg. SUprll note 176, at I. 

178. II would not ~ OOrTeCITO state: 

umf(~)=O 
~ 

!hi<! ~. beCilU$C a portion of ttle formula. namely the other raCtors which impaCI elasticity and 
IDStaMlty. are unknown. See infra note 179. All that is known is thot the imtabili ly resulting from the 
!ntroduction of new identities will approach LeTO if. in theory only. the number or previously 
1IIlrod~d identifies appro8ches infini ty. Sa i"fra !'lOll' 183 and aocompanyiQg ti!XI (explaining why 
the number of previously illlroduced identities will never rc&dI infinity). 
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lim (~)=o 
Hence, a stale in which a diversity of identities nourishes is a supremely 
stable one. at least mathematically. with respect to the instability caused 
by the introduction of new idenl ities.'~ 

The novelty of the conclusion th at stable slates are inherently more 
diverse is illustrated by the traditi onal Dutch maxim, " EendraclJl Maakt 
Magr," or 'CUnity Makes MighL"Il(J It would have been very odd for 
Europe, or anywhere else for that matter, to have adopted as a maxim, 
" Diversity Makes Might." The inscription, E Pluribus Vnlllll, or " out of 
many one," on United States coinage and the Greal Seal of the United 
StaLes bears similar connotations. In stark contrast to Western historical 
~dea l s, one historian argues that the rise of Europe to global ascendancy 
In the latter half of the second millennium is largely attributable to its 
diversity: 

Why was it among the scattered and relatively unsophist ica ted 
people inhabiting the western parts of the Eurasian landmass th at 
there occurred an unstoppable process of economic developmen t 
and technological innovation wh ich would steadily make it the 
commercial and military leader in world af(airs? 
... The on~ fea ture of Europe which immediately strikes the eye 
when looking at a map of the world's "power centers" in the 
sixteenth century is its political fragmenta tion .... This was not an 
accidental or short-lived state of aITairs .... Europe had always 
been pOJitically fragmen ted, despite even the best efforts of the 
Romans .... 18 1 

Hence, there is some historical evidence supporting this remarkable 
derivation of "market for loyalties" theory. Certain ly, a much more 

179. The50urCCll of instability (as a resul t of a dramatic shift in demand as represented by loyally) 
probabty cannot be confined simply to the effects of new identities being inltoduced into the market 
for loyalty. Su, e.,., William NOV$hek & Hugo Sonnenschein. Marginal COI/Sllmer:f and NeOc/lISSi(ol 
Demand Thwry, tI7 J. POl. ECON. 1368 (1979) (naming -aggregate income" and ~marginal 
consumcrs- ~ i.e., the change in the number of consumers in relation to price~as important (actol'S to 
e lasticity in addition to substitution) . See also Slipra note 160 and accompanying tcxt (suggesting how 
such fac tors translate into the "marke t for loynlties" theory with respect to Singap<Jre). This is yet 
another reason why the inswbility relationship to identity must be expressed liS a function mther than 
~ complete . equation. However. the equation is useful in determining Ihe effects of identity being 
Introduced mto the market for loya lly as in thc instance of !he explosive growth of the Interne\. 

180. S~, c.g .• N.Y. LAW § JO.a (200l) (the Scal of King's County which bears tbe maxim is 
a llri~u ted t~ its Dutch hcri~ge) . The author _5 given a pewter diJih bearing royal insignia of 
Belgium which also bears thIS phrl\Se. AnOther e.~amplc of a Dutch prove rb is ~Waar de eendracht 
ontbreekt.lonpt de kracht op krokken;' which means ~Where unity is absent. might is ailing.~ G.A. 
MESTERS. PRtSMA $PREIlKWORDENBoEK 54 (1964). 

lIB . PAUL KeNNEJ)Y, THE R ISE ANI) FA LL Of THE GREAT POWEllS: ECONOMIC CUANGE AND 
MtUTARY CONFU(,!' l'ROM lSOOT02000 16-17 (1987). 
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vigorous hislOrica l analysis (as well as consideration of other factors) is 
required to confirm this conc1 usion.1lI'2 

Notwithstanding the additional stability brought about by increasing 
diversity of identities, there is a point at which sources for substitute 
identities will not enter the market. "In none of these [cjases ca n the 
price, in the long run, rise beyond the level which induces further ent ry, 
and the profit·maximizing price may lie considerably below this upper 
Iimit."UI3 A.5 a corollary, in no case will the supply of iden ti ty substitutes 
rise above a level at which no additional suppliers would enter the 
market at the gOing rate of exchange for loyalty (Le. , above the "profit­
maximizing price"). 

In the end, the mathemalical expression of the relationship of 
instability to substitute identities is a fonnal and concise way of saying 
what is intuitive to most everyone, that it is roughest at the beginning for 
societies in the process of opening tbemselves to competina visions of 
identity, and as a coroUary, that the most restriClive regimes"experience 
the greatest turmoil from the presence of new sources of identity. '~ The 
implications for the Internet are profound. Authoritarian swtes, with a 
history of rest rictive regulation of information now, will experi ence the 
greatest instability because of the introduction of competing identities. 
On the other hand , states that auempt to seal themselves off (rom such a 
challenge by "firewaUing" themselves from contact wit h the rest of the 
world , or limiting Internet access to an elite few, risk missing the fruits of 
Internet connectivity and falling further behind in the race to close the 
"information gap" with Western countries. ISS 

. 1S2: For .the sake of argunwnt, the author has intentionally eQl1i~OCHted unity with B lack of 
dlV"~'IY (haVing don~!;(1 becaur.e this is a common misconception). However, unity has no meHning 
?::11 ~1,ucePt w,"hln the con text of diverse parties. The prnposilion thai 11 monolith is united is 
.......... ntta y 11 tauto ogy. 

I~. wt.tLLtAM FI!u.NER, COMPETTnOI"l" AMONO TilE FEW 49 (1960) (earlier edition q uoted in 
pan 10 IUlilm O. Aranl .. CompdiliOll a/'ll<! Fe ... AII/0I18 II,,,, MIII'Y. 70 O. J. EooN. 327, JJ6 (1956». 

I~. 10 pUR econonuelertn!!, ~ Ihe elasticity o f demand for A. that is of a good for which there is a 
subsmute. I~ fint of all grealer than the demand e lasticit, , ,'d h ~. .,.. ~ . ~ w ave vo!en I we su""lJtute wt:re nOl 

~resent. . ElaS/rCrly, $.~p,a ~r;>te ~76, at 115. In other words. there will aJwar.; be less Of a shock: at the 
mtroductlon of new ,denlitleS mlO the "'market for loyalties"' if exis t" ,.,... ,. ·d .. a lread . l ' .. mg ....... mpe Ing I entlllCS are 

y pr"'ttCnl. n essence. eoonomlC$ pr OVides w> with a mothemMical argument for free speech. 
185. See ~'I 'fI'll notes 162-163 and accompanyiog text. 
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B . Comparison to the "Market for Eyeballs," rhe "Collective Actioll " 
Problems, and fhe Problem of " Exremafiries" 

In modern economic theory, collective action. prisoner's dilemma 
and exte rnalities problems (among other issues) cha llenge the classical 
economic assumpt ion that individuals will always make ra tional choices 
to max imize their in terests. The trouble is thai there is a ;'divergence 
between ind ividual and collective rationality" as seen in collect ive act ion 
and prisoner's dilemma problems.l~ 

For a long while, economists, like specialists in othe r fie lds, often 
took it for granted that groups of individuals with common interests 
tended to act to further those common inte rests. much as 
individuals might be expected to further their own interests .... 

More recently. the explicit analysis of the logic of individual 
optimization in groups wilh common interests has led 10 a 
drama ti cally differen t view of collective action.no 

This quandary is not simply speculative in nature, but a practical 
problem that has been duly noted in Ihe debate surrounding th e 
goverrUl1cnt's need 10 mandate public interest television. 

[Plublic interest programming can ~ro~u.ce social .ben efit~ th.a ~ will 
not be adequately captured by the mdlVlduaJ chOices of md lvldual 
citizens; the sa me is true for programming that produces social 
costs, including apathy, fear, and increased criminal activity. 
Because of the coUective action problem, an unregulated market 
wi ll underproduce public goods and overproduce publ ic bads.'1!I! 

Applyi ng the analysis of collective action and exte rnalities 
problems, the explana tion fo r government's effort to regula.le 
information flow stems from the need to protect the demand for 1Is 
public goods (i.e .. it is in the public's interest to receive a uni fo rm 
message (rom broadcasters and publishers supporting policies and values 
approved by the Slate), rather than from a drop in price (in terms of 
loya lty) as is the case in Professor Price's " market for lo~alties" t~eory . 
Using contemporary terminology, the Slate must preserve ItS share m th e 
"marke t for eyeba ll s."'~ A ssuming that the analysis employed in 
collective action and externalities problems is simpler, why is it not the 
better explanatory Iheory? 

In addition, a fundamental assumption of neoclassical economics-:­
the e ffectiveness oftmregulated individual choice to maximil.e utili tY - Is 
brought into question by collective aClion and exte rnalities problems. 
These problems and modes of analysis, through coincidence or 

186. Alllltol Rapoport. P,isOJltr's Dilemma. 1 NEW PALORAVE DIC110NARY OF ECON. 973. 974 
(1987. rev. 1991). 

187. Mllncur Olson, COII~C1lv~ ActiO/I. 3 NE\'" PALGRAVE DICTIONARY OF EcON. 474 (1987, rev. 
19'.11). 

ISS. Sunstein.Jupfil note 113. at 517. 
1119. Su supro note 113 and a«ompanying lext. 
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otherwise, have been associated wilh Ihe "market fo r eyeballs."I 'III The 
explanation for di?~uption in the ~larket ~or eyebal~s. as _a result of 
governmen t's inablitty to regulate. In fo rmatJo.n n~w, .. ls a.nn~~ted to a 
market failure as a result of the "dlspa rate rallona lity of rndlvldual and 
collective decisions ( i.e., what is good for the group is not necessarily Ihe 
maximum choice for individual. th us reSUl ting in defections (rom the 
group).191 On the ot ~er ha.nd, in the '·ma.r~e t for loyalties': theory, as set 
for th in this paper With rcference to elasllcilY, the explanation for market 
disruption is not seen as a market fa ilu re, but as a result of an ine lastic 
demand curve. 

While it may seem that the superior Iheory must contemplate 
modern modes of analysis, such as the problem o( colJective action and 
externalities, neoclassical economics need not be hast ily cast aside. 
Neoclassical economists do qualify their assertions with reference to such 
considerations,'Yl In addition, these economists do nOI seem to be grea tly 
troubled by the challenge to rationality. which is one of their 
fundamenta l assumptions. 

Economists have answered this criticism [to tJ1C assumption of 
rationality] in a number of ways, first by pointing out that the 
requirement of ration ality in economics is actually a very low 
requirement Second, Gary Becker has argued that the demand 
and supply relationship can be gene rated by random behavior; 
hence people do not have LO be rational to fu lfill the basic 
postulates of economics. This argument by Becker was criticized in 
part by Israel Kirzner, but the basic point is generally accepted. l9J 

For neoclassical economists, rationality is reduced to postu la ting that 
"human's demand curves slope downward and that lhey will se lect the 

190. Su Sunstein, supra note 113. at 516-17. There is no reason why '" market for .,y~ba[Js~ is 
inherently more compatible. than "market for 10Yllllies~ theory with modern modes of anal)'$ls such as 
~ective action problems and problems of exu:rnalities. Nor is Ihere any r~on why "market fOf 
1000al ti'-"i ~ theory is beller suited than Mmorket for eyeballs" to concepl$ of elastici ty and neoclassical 
lI$umptions except for lTadilion (i.e .• the hl5torical Absence of d ;~c u.o;sion of elasticity in "market for 
eyeballs" literature). and perhaps the early de~ell)plncnt in '-market for loyalties" theory (If lhe 
concept of exchange of loyally for identily, conct"pts which eas ily lend themselves 10 elflStidty. 
'" Markel for e)'eballs" has ne,'or exprc!lSly clarified wh~1 is exchanged for eyeballs other than the 
general implication of lelevlsion programming. For the sake of developing his arguments. the a uthor 
has chQ\;en to continue the tradit ional association of Mmarke l for eyeballs" with collective nClion and 
externalities problems. and "market for loyaltiu" theory with neoclassical 1Issumptions. 

191. Rapoport. $Uprtl note 1116. at 974 (discu$sing "Prisoner's DiJeml11ll" and "Tragedy of thc 
Commons"). 

192. See . .... g .• RICHARD B. MCKP.NZtE & GORDON TULLOCK, NEW WORLD OF ECONOMll-S: 
ExPLORATIONS tNfO TIlE HUMAN EXPIlRIENCE 176 (3d ed. 1981) [hereinaftC"r NEW WORLD OF 
ecoNOMICS: E.,(PLORATIONSI (~Tbe market, if Ihere lire no monopolies or eXlernalities present. is so 
otglUlizcd thaI the individuals allcmpling to benefit Ihemselvcs end up benefi ting others:-) 

193. RICHARD B. MCKE/IIZJ£ & GORDON TULLOCK. THE BOo, Of' THE Nl:;lIl WORLD OF 
EcoNOMICS ... AND TUEN SOM!! 52 (5 th ed. 1989) Ihereinafter BEST OF THE New WORLD OF 
ECONOMICS] (ci ting Gary S. Becker. Irrutionul 8 chUl';or Dlld Et:c}lJomk Theory. 70 J. POL EcoN. I 
( 1962). Israel M. Kirzner. RU/lomll A ctlOIl uml F..eQllomic T/iI!<)fY. 70 J . POI.. EcoN. 380 (1962). lind 
GlIry S. Becker. ;\ Reply It) KlfZ,ltr. 7I J. POI.. ECON. 82 (1963». 
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preferred choice over the less prefer red.', l"" Hence, neoclassical 
eco nomics remains a respectable discipline. 

T he crux of the matter is whether an ext ernalities problem should 
cause us to discard the " market for loyaJ lies" theory, and more 
speci.fica lly. whether the theory is applicable to analysis of the impact of 
the I.nte rn et. While the problem of externalities is readily apparent with 
respect to public interest te levision (without government regu la tion, 
stations would decline to supply such programs in favor of those that 
attract wider aud iences and, hence, advertising dol lars) , the siluation is 
markedly different with respect to the Intern et because conmlercial 
advertising dollars a re not necessary to fund government Web sites and 
content is not dicta ted by viewer rati ngs. Adopting the ;'market for 
loyalties" analysis, it could be argued tha t externalities exist with respect 
to the exchange of ident it y for loyalty, since a "socially beneficial" and 
unified message of identit y projected by the government has many 
extern al beneficiaries. H owever. such an argument is inconsistent wit h 
the values of a plura listic society. which on the whole would find such an 
arrange ment to be d isadvantageous. In summary, th e conditions creating 
an externabties problem for pubJjc interest television programming are 
not universally applicable and do not apply to the Internet. 
Consequently, there is no reason to discount " market for loya lt ies" 
theory or neoclassical economics as a useful tool for considering the 
impact of the Internet. 

The real question is whether one theory is supe rior to the other 
because it is simpler or it explains more. As thoroughly discussed above. 
the "market for loya lties" theory makes predictions as to the degree of 
disrupti on caused by government's fa ilure to regulate information flow, 
depending upon the degree to which competi ng identities havc already 
established themselves within the market (i.e., the ex:tent of openness of 
the socie ty) . The question is whether such predjctions can be made using 
the analysis employed in collective action and externalities problems. 

Collective action analysis does make predictions about when 
defections (resulting in a market fa ilu re and djsruption) will occur based 
on the size of membership in the group. Essentially, as group 
membership grows, all other things being equal, " the incentive to act 
collectively diminishes ." '9S This is because eventually " !.he fa ilure of one 
ll1dividua l to support collective action will nOl ... have any gerceptible 
effec t on the incentive any other individua l faces .... " \IIi While 
providing useful insight , both the "market for loyalties" and th e "market 
fo r eyeba lls" theories contemplate vast markets (e.g. , tbe citizens of a 
state). The issue is not simply if there will be disruption a t the poillt 
when a go vernment can no longer regulate in fo rmation flow, but how 

1 9~ . 6 ESTOFTlIE NEW W ORLD OF E<''ONOMlcs,''''prn nOle 193.31 52. 
195. Qtson,slIpm llote 187, 31474. 
196. /d. at 475. 
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different s~cieties will fa re, dependi.ng upon their respective degrees of 
openness (I. e ., the number of preVIOusly competing identities in th eir 
m?rket places): To this extent, the ';market (or loyalti es," as described in 
this paper to mc~ude concepts of elasticity, provides us with a bell er 
theory because It explains more than the trad itional "market for 
eyeballs" theory. 

IV. CONCLUSION 

. The I ~tern e t. may prove to be particularly difficult to regulat e since 
~t s n~t~re IS to Clrcunwem blockages in information flow. In spite of 
l~e ~t~la ble bo.un~aries provided by ISPs, which may be subject to 
habdl. ty b~ ~erntona l governments, the advent of mirror sites (especially 
at uruverSllJes), alternate means of routi ng, and the sheer volume of the 
~et > w~en coupled .with an inability to effectively filt er "objecti onable" 
s~ tes (wll hout ?Io~~mg unoffen~jve , technica l, and economica lly val uable 
sl.tes), makes slgmflcant regu lation of the Internet uncertain at best. The 
d lle~ma has. bec?me how to take economic advantage of what the Net 
provld:s,. ~vhl le sm~ultaneously screening undesirable information. The 
Imposs,.blh~y of domg so has become an instance of "having one 's cake 
and eatmg It too." 

Pr?fess~r MOllfoe Price presents a " market fo r loyalties" econOmic 
?",od~l III wlu: h .governments and their constituent power holders trade 
Identity (eonslsling o.f the .dreams, hopes, and heritage of their cit izens) 
fo r the loyalty o f the,.r .subJects. Ln this mark et. governmcnts and power 
holders are se lJ~rs, clllzens are consumers, the currency is loyalty and 
the p~oduct bemg pur.c~ased is. i~entity. Governments tradili o'nally 
es t~bhsh ~lO~opoly positions to hmlt c~mpet ing identities, thus ensuring 
a high pnce I.n tenus of loy~lt.y for thelf efforts. Ultimately, regUla tory 
change only o~c~rs when eXlstlllg regulatory limitations are ineffective to 
protect th e e~lstmg power stTllcture, or when there has been a shift in 
that structure mvolvmg new members. 

Th.is. pa,per has sought 10 break new ground by applying the "market 
fo r loyalties theory to the [nlernet under circumstances in which there is 
a loss of m~nopoly control over the fl ow of informati on. Genera lly. 
!:rofessor Pnce only"applies his theory to monopolistic or oligopolistic 
. markets ~or ~oya lty, such as in international and sa te llite broadcasti ng 
~n authofltanan .stales: The "market for loyalties" theory (if it 
Ill corporates. conS ld~r? lt On of e lasticity, as it does in this paper) is a 
potem tool III explammg the consequences of a state not being able to 
'mpo~e monopoly control over information flow. Governments, and their 
c? nshtuent power h?lders, ca ug~t oU guard by the Internet's power to 
clr~umve!lt ce nsors~l~ controls fi sk destabiliza tion when the loyalty that 
th ~lr sU?Jects are wdllll&. to ex-pend is diminished by an increased supply 
of Identity from compelmg enterprises and factions from poims all over 
the globe. < 
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The potential effects on China and Singapore, both of wbich 
regulate (althougb in significantly varying degrees) tbe flow of 
information over the fnternet, if such regulation is unsuccessful, will 
deviate widely depending on the sbape and pitch of their respective 
supply and demand (or loyalty and identity) curves. Arguably, 
Singapore's demand curve is elastic as a result of its developed and 
robust economy and the fact that it is more likely to have already 
experienced significant exposure to and participation in Western 
commercial culture. In contrast, China is more susceptible to 
destabilization as the result of an arguably inelastic and steeper demand 
curve. Indeed, as proposed in this paper, the degree of instability caused 
by the advent of new sources of identity is an inverse function of the 
prior penet ration of competing identities, which function can be 
expressed as fo llows: 

where "i" is identity, "k" represen ts the level of new competing identities 
being introduced, and "p" is the penetration of previously competing 
identities, or substitu tes, into the market. Further extrapolation of this 
theory reveals that the instability caused by each additional identity 
decreases with an increasing nwnber of competing identities in the 
market-a kind of mathematical justification for free speech, diversity, 
and tolerance. 

The "market for loyalties" theory, if extended in its application as it 
is in this paper (including consideration of elasticit y), serves our changing 
information society well. It gives us greater understanding and 
rudi mentary tools for predicting the consequences of unimpeded 
information flow. Consequently, application of the "market for 
loyalties" theory merits serious consideration for any interested pundit 
or self-proclaimed prophet of the information age. 
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Figure 2: Singapore - Comparative Efficiency of 
Competitive and Monopoly Markets for Loyalties 
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Figure 3: China - Comparative Efficiency of 
Competitive and Monopoly Markets for Loyalties 
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